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Abstract—Several distributed applications, implemented over
today’s Internet, are based on the assumption that participating
agents collaborate in order to achieve their own goal. However,
when these applications are modelled as unstructured distributed
systems, the greater autonomy and decentralization encourage
antisocial behaviours, which are likely to cause performance
degradation for the whole system. This paper presents a fully
distributed reputation management system that allows the eval-
uation of agent reputation in unstructured environments without
any centralized coordination. The proposed approach is based
on game theory and is capable of capturing the highly dynamic
nature of the involved communities. As a representative example
of an unstructured environment, Peer-to-peer (P2P) networks are
considered. Those dynamic communities are affected by several
antisocial behaviours, such as free riding. Since this phenomenon
typically causes and exacerbates an unbalanced and unfair use of
system resources, it has been considered as the case study in our
work. The proposed solution exploits peer reputations in order
to define an incentive system, whose main goal is the dissuasion
from free riding.

I. INTRODUCTION

In distributed environments where heterogeneous agents
collaborate and interact in order to achieve their own goals,
obtaining guarantees on their behaviour from some reliable
central authority is typically unfeasible. In such scenarios, a
reputation management system capable of building a profile
representing the reliability of each agent may prove extremely
useful. Knowing agent reputation is particularly helpful for
detecting those agents that are deceitful or potentially dan-
gerous for the community; however, reputation management
becomes a very challenging task, when the distributed system
is fully unstructured. In this case, interactions among agents
are unpredictable, the community is often highly dynamic,
and no central authority is present to carry out supervision
and coordination activities. The lack of a supervising entity
favours the arousal of antisocial behaviours: several agents
may act opportunistically, disregarding community coopera-
tiveness. Selfish behaviour cannot be regarded as an anomaly,
rather it can be explained from the point of view of particular
convenience.

According to game theory, the analysis of agent interactions
cannot take “altruism” into account. Each agent selects its
own actions in order to obtain the greater advantage, to the
best of its knowledge, even to the detriment of the whole
community. In order to contrast antisocial behaviours, some
interventions are required to modify the utility as perceived by
agents, so that not collaborating may be neglected in favour of

cooperation. Game theory, and in particular its branch called
evolutionary game theory [1], provides appropriate tools for
modelling such complex systems and for verifying formal
properties of incentive mechanisms specifically designed for
contrasting antisocial behaviours.

A perspicuous example of distributed systems where such
selfish behaviours may have a negative impact on the overall
performance is represented by P2P networks; in those dis-
tributed systems, agents with equivalent functionalities inter-
act without any centralized coordination. Unstructured P2P
networks, in particular, achieve the highest decentralization
degree: the network is self-organized without any predefined
overlay structure. Unfortunately, the lack of a centralized
control favours the occurrence of free riding phenomena, char-
acterized by a resource exploitation by a few system agents;
for instance, in file-sharing applications, free riders share few
or scarcely appealing resources. Several recent works [2], [3]
have analyzed the relevance of this phenomenon in different
models of P2P networks such, for instance, the Gnutella
network. The general conclusion is its potential threat for the
survival of the network itself. It modifies the network structure,
that degenerates into a client/server architecture, with the
consequent performances decrease. Free riders deliberately do
not cooperate since collaboration implies some costs, and this
behaviour reduces the perceived utility. In P2P networks costs
are related to the resources that a peer has to make available
in order to actively connect into the system; among these, link
bandwidth, CPU time of the hosts where P2P daemons run,
and storage space. Such resources are used both when a peer
directly answers in order to provide the requested resource,
and also when a peer simply collaborates in order to find some
resources, routing queries coming from other peers.

This paper proposes a distributed reputation management
scheme, where participating agents interact in order to build
a view of the network that is as homogeneous as possible
with respect to agents reputation. The reputation management
mechanism begins with a local assessment and then, through a
reputation diffusion algorithm, propagates information among
cluster of mutual reliable agents. The proposed system has
been tested on an unstructured P2P network that adopts a
flooding-based routing protocol for resource localization.

The remainder of the paper is organized as follows: in
Section II other works presented in literature are described,
both related to the general issue of reputation management in
distributed systems, and to the particular problem of contrast-
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ing the free riding phenomenon in P2P networks; in Section III
some basic principles of game theory are summarized and the
choice of the evolutionary game theory, as the best choice for
these complex systems, is motivated; Section IV describes the
proposed reputation management system and Section V reports
the experimental results obtained by preliminary simulations;
finally, Section VI states some conclusions and outlines pos-
sible future developments of this work.

II. RELATED WORKS

A. Reputation Management in Distributed Environments

In the past few years, several solutions have been proposed
in order to provide reputation management in distributed en-
vironments. Most of the proposed approaches aim to evaluate
agent reliability in a generic distributed system. Reputation
management systems can be classified into centralized and
distributed approaches.

In the centralized approach, a central reliable entity mon-
itors transactions among agents in the community and com-
putes a reputation value for each of them. Typical applications
of centralized reputation systems are e-commerce systems,
such as eBay, in which after any transaction, the buyer assigns
a score in order to evaluate seller reliability. Epinions [4]
introduces the concept of double reputation: a reputation value
for each agent providing a service, and a reputation value for
each user expressing an opinion about a service. The idea is
very interesting, since users with higher reliability have more
influence during the overall reliability evaluation of a service
or product; this way the reputation value is highly reliable.
However, both approaches may prove unpractical in a fully
distributed environment.

In the distributed approach no centralized control structure
is present, rather each agent needs to collect data in order
to calculate its own estimation about the reputation of all
other agents, which it gets in contact with. This information
could be shared among all the agents belonging to the same
communities, using several information diffusion mechanisms.
The EigenTrust project [5] adopts a distributed approach in
order to calculate a global reputation value in a P2P network.
It uses the satisfaction level expressed by peers, at the end
of each interaction; this value constitutes a local reputation
value. Local values are merged in order to provide a single,
global reliability parameter. Each peer calculates a reputation
value for its neighbour peers, averaging the reputation values
provided by peers directly connected. Weights used in the
average computation are the reputation values of evaluating
peers. The global reputation value is computed by diffusing
this evaluation to peers located more hops away from the eval-
uating peer, again averaging values obtained by information
propagation. The proposed system does not explicitly take into
account bad reputation: an unknown peer is simply considered
a malicious peer.

In [6] a reputation management system based on fuzzy logic
is proposed. It describes a system capable of successfully
managing uncertain and partial information reported by other
network peers. As in previous works, reputation values are at

first collected locally and then propagated over the network;
the information gathering mechanism is again based on the
weighted average of reputation values, although enriched with
a fuzzy logic system. Both approaches adopt Distributed
Hash Tables (DHT) in order to maintain a unique global
reputation. Using a DHT structure involves that a single peer
is responsible for holding the reputation value of a given peer;
every time this information is requested, the holding peer must
be contacted; furthermore, each node failure on the network
causes the reallocation of the managed identifiers. Previous
considerations make it clear that DHT-based solutions are un-
practical for highly dynamic systems such as P2P unstructured
networks. In [7], in addiction to the good reputation value,
the evaluation of a bad reputation value is proposed. This is a
distinguishing feature in comparison to other works proposed
in literature. However, authors assume the full collaboration
of peers during the information diffusion, and this assumption
appears rather unrealistic.

B. Reputation Management for Countering Free Riding

Most of the approaches proposed in literature aim to address
free riding by using reputation management systems. These
approaches try to estimate the goodness of a peer, as its
cooperation degree. After estimating a peer’s goodness, it is
possible to employ a service differentiation, allowing more
collaborative peers to obtain higher quality services. In [8],
the authors propose two different incentive systems based on
reputation, in which a reputation score is assigned to each user.
In the first case, each user is authorized to obtain resources
only from users with lower or equal score; in the second one,
the reputation index is used in order to give higher priority
to requests coming from collaborative users. Both methods
require a secure and reliable mechanism to maintain user
reputation values. However, the overhead of maintaining and
broadcasting this information becomes prohibitive for fully
distributed networks. The authors of [9] propose a distributed
reputation system in which every peer maintains a reputation
value about other peers which it gets in contact with; in
this case, peer reputation depends on the provided upload
bandwidth. To the best of our knowledge, this is one of the few
works where some ideas borrowed from evolutionary game
theory are adopted in the context of P2P networks. The total
upload bandwidth shared by a peer is estimated through a
mechanism based on Simulated Annealing algorithm, and the
considered approach tries to estimate the reward associated to
each upload bandwidth value.

Our paper relies on the reputation management system
proposed in [9], improved and modified in order to manage
bad reputation in addition to good reputation, and to allow
reputation diffusion.

III. GAME THEORY BACKGROUND

Game theory aims to model systems composed of several
agents interacting with each other while still trying to achieve
their own particular goal, which typically consists in the
maximization of a utility function representing the benefits
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received by each agent in a given situation. A situation is
the result of all the actions accomplished by all other agents
(called players) involved in the interaction (called game).
Therefore, game theory is used to represent scenarios in which
an agent cannot completely control the utility it perceives,
which also depends on the choices made by other agents.

A particular category of games is represented by non-
cooperative ones; in such games, an inefficient equilibrium is
reached as a result of all agents making rational choices, i.e.
selecting actions maximizing their own utilities. An equilib-
rium point is inefficient if there exists a different situation
in which the utility perceived by each agent is higher. In
non-cooperative games, the efficient equilibrium point cannot
be reached; namely, in the absence of a full cooperation
among players, each agent perceives that not cooperating is
more convenient than doing it. In such games no reliable
third party assumes the role of forcing all participating agents
to cooperate. Unfortunately, this is the case in which most
distributed systems fall.

A. Evolutionary Game Theory

Classic game theory studies strategy games, in which agents
are considered perfectly rational: each agent knows exactly
all actions that other agents are allowed to perform, as well
as the utility value perceived by each of them in each sit-
uation. A perfectly rational agent is thus able to select the
best action that maximizes its own utility, given the choice
performed by other agents. Most real-life complex systems
violate these theoretical conditions, so classical game theory
results unsuitable. In particular, in several scenarios, agents
do not know their own utility function, and least of all, the
utility function of other agents. In P2P networks, for example,
peer utility can be defined as the benefit perceived when
obtaining resources from other peers, net of costs requested for
cooperation. It is not convenient to express this function in a
closed form, too heavily bound to system design choices, and
the most appropriate approach consists in learning it during
the continuous interaction with other agents.

In distributed environments, in which a wide set of not
perfectly rational players repeatedly interact, classical game
theory does not appear as the best tool for modelling the
system. The most promising tool for modelling these complex
systems appears to be a particular branch of game theory,
known as evolutionary game theory [10]. It analyzes the
behaviour of a population of players. The game is played
several times between pairs of players, selected randomly.
At the end of each match, the loser is able to change its
penalizing strategy, allowing the evolution of the community
strategy toward the most rewarding one. This approach allows
considering more complex realms, in which agents are not
perfectly rational, either because they do not have a complete
and exact vision of the system, or even because they do not
retain the computing capabilities required to find the best
strategy among those possible. In evolutionary games, the best
strategy is not typically computed as a closed-form expression;
on the contrary, the best strategy emerges from a trial-and-error

learning mechanism, thanks to which players can understand
that, in a given situation, a given strategy is preferable to
another one.

The way players modify their strategy, according to the
results of previous matches, is called evolutionary dynamic,
and several flavours may be considered, among which the
most popular is the replicator dynamic. This assumes that the
diffusion speed of a given strategy depends directly from the
difference between the utility of this strategy and the popula-
tion average utility. However, this approach does not focus on
the learning mechanism of the single player that, as previously
seen, does not possess the system global view. For this reason,
it results suitable only for an external system analysis. The
simplest replicator dynamic, among those focused on the in-
dividual choice method, is the imitation dynamic that consists
of the trivial imitation of the winning strategy, after each
match. A more robust approach may involve the exploitation
of the past experience and of the current conditions in order
to learn the best strategy. In this context, any learning method
can be adopted, such, for instance, the reinforcement learning
algorithm.

IV. THE PROPOSED REPUTATION MANAGEMENT SYSTEM

This paper proposes a fully distributed reputation manage-
ment system, in which autonomous agents interact in order to
build a reputation value of all participating agents. The aim is
to build a reputation estimate that will result as homogenous as
possible among all agents. As already mentioned, we adopted
as case study the scenario offered by an unstructured P2P
network. This class of networks represents a fitting example
of distributed environments that are plagued by antisocial
behaviours. Furthermore, because of their strong autonomy
and dynamicity, P2P networks are not suitable for the adoption
of a structured approach, such as the systems based on DHT.
The estimated reputation values are used within an incentive
system whose aim is the penalization of not cooperating peers.
The main feature of our system is its capability to adapt the
utility perceived function during the interaction among agents.
Through this modification, the cooperating behaviour becomes
a more appealing choice. In our system, this means that peers
are motivated both to share more precious resources and to
actively attending to the query forwarding process. In fact, the
greater the cooperation level of a peer, the greater its reputation
value maintained by agents with which it has interacted.

The incentive mechanism privileges peers with higher rep-
utation, supplying them with more resources with respect to
other system agents. Peers that are considered free riders are
penalized, rejecting their requests with a probability propor-
tional to their bad reputation.

In the reputation management mechanism two phases can
be distinguished: a former for building a local reputation
estimation and a latter where the reputation information is
broadcasted in all the community. The first phase (local esti-
mation) exploits the information colleted during the interaction
among peers, integrating past values and information about the
current context. During the reputation diffusion phase, pairs of
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mutually reliable peers exchange their local reputation values,
so each peer can integrate the received information with its
own local reputation value.

A. Local Reputation Estimation

The sub-system in charge for the local reputation estimation,
requires that each peer estimates a cooperation degree of
other peers with which it has interacted. The purpose of our
incentive system is to achieve a stable equilibrium between
resources that are provided and requested by an interacting
peer. In particular, the proposed mechanism aims to maintain
a balance among each pair of peers in the network. The local
reputation mechanism uses the difference between supplied
and obtained resources from a peer to another one, advantaging
both peers in a balanced situation or the more generous peer
otherwise. On the other hand, those peers, for which the
number of obtained resources results greater than supplied
ones, are penalized.

Two different values are used to represent trust and dis-
trust about a peer; in the following these values are called
good reputation and bad reputation. The design choice of
adopting the different values was made according to what
proposed in [7]. In several works present in the literature, a
single reputation value is adopted. However, using only this
unique value, often, it may result hard to distinguish between
new unknown peers and peers with malicious behaviours. To
overcome this difficulty, in our system both the values are
considered into a reinforcement-learning scheme that uses the
difference between requested and supplied services.

Furthermore, most of the previous systems consider, as
supplied services, only successfully completed downloads.
The query forwarding mechanism, which indeed constitute
the fundamental core of any file sharing P2P application, is
not considered. At the best of our knowledge, paper [11] is
the only work considering the query routing as a supplied
service, although a system based on token-exchange, rather
than a reputation-based approach, is adopted. However, using
tokens as a virtual coin requires a centralized trust authority.
As extensively noted this kind of system is not suitable for
unstructured P2P networks.

In our reputation mechanism, a peer maintains a reputation
profile for each other peer, which has been previously con-
tacted. The reputation profile maintained by peer i about peer
j, contains the number of requests that have been satisfied for
the peer j (reqj

i ) and the number of services obtained from
peer j (servj

i ). More precisely, reqj
i represents the number

of responses generated and the number of the query routed,
by the evaluating peer for the peer j; servj

i is the number
of resources obtained and responses routed, by the peer j for
the evaluating peer. The above values are used to calculate
the local values for the instantaneous estimation of bad and
good reputation for peer j (ĝrj

i e b̂r
j

i ), together with actual

reputation values collected so far (grj
i e brj

i ).

ĝrj
i =

max(1− reqj
i

servj
i

, grj
i ), if servj

i ≥ reqj
i

0, otherwise

;

b̂r
j

i =

max(1− servj
i

reqj
i

, brj
i ), if servj

i < reqj
i

0, otherwise

.

(1)

The actual reputation values are updated on the basis of
these instantaneous reputation values, through a reinforcement
learning approach. Indicating with rj

i (t) the generic reputation
value at time t (good or bad) held by peer i about peer j, the
update is carried out according the following equation:

rj
i (t) = α ∗ r̂j

i (t) + (1− α) ∗ rj
i (t− 1). (2)

B. Reputation Diffusion

The protocol for the reputation diffusion aims to broad-
cast information about the peer behaviour, among neighbours
considered mutually reliable, so as to obtain a view of the
network that is as homogeneous as possible, with respect to
the reputation values. The diffusion mechanism to some extent
mirrors human social interactions: when two agents consider
themselves mutually reliable, they exchange information about
other members of their community, in order to integrate the
directly acquired information. Leveraging only the information
coming from reliable agents avoids that malicious agents may
attack the reputation system providing forged values. Further-
more, providing the reputation information only to reliable
agents constitutes an additional obstacle for non-cooperative
agents.

The diffusion protocol periodically refreshes reputation val-
ues maintained by each peer; this way, an extremely updated
vision of other agent reputation is always maintained. Infor-
mation obtained through the diffusion protocol contributes to
determine the actual reputation value. The actual generic (good
or bad) reputation value, held by peer i about peer j, rj

i (t), is
computed adjusting the value collected so far, rj

i (t− 1), with
a weighted average of information obtained from other agents,
rj
k(t − 1). Weights used in this average are good reputation

values of “gossipy” agents, grk
i (t− 1). The actual reputation

value is computed according to equation (3).

rj
i (t) = (1−β)∗rj

i (t−1)+β∗

∑
k∈K

grk
i (t− 1) ∗ rj

k(t− 1)∑
k∈K

grk
i (t− 1)

(3)

where K is the set of reliable gossipy agents for which the
good reputation value exceeds an opportune threshold τ :

K = {k : grk
i (t− 1) ≥ τ}. (4)

A change of the threshold τ will affect peer willingness to
rely on neighbours.
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Fig. 1. Comparison between resources obtained by free riders and by
cooperative peers

V. PERFORMANCE ANALYSIS

In order to evaluate the proposed management reputation
system we performed extensive testing in several simulation
scenarios. For this purpose, a simple simulator has been
developed and implemented in the java programming lan-
guage, allowing modelling unstructured P2P networks. The
aim of the simulator is to verify the effectiveness of the
proposed reputation management system. In our simulations
we randomly generated several network topologies, constituted
by 100 peers. In our synthetic topologies each peer has a
fixed number of neighbours. Neighbours are selected among
all network peers according to a uniform distribution. For each
network we assume that the 20% of peers are free riders, which
provide only the 10% of requested services. A flooding-based
algorithm was adopted to forward queries; queries concerned
resources selected from a given domain, according to a uni-
form distribution. For each peer, the generation time between
two successive queries follows a Pareto distribution. Using
the same basic network scenario, we carried out simulations
in three different configurations. In the first one, a very basic
setting, any incentive mechanism is used, in the second one
we introduced only the local reputation mechanism, while in
the last one we adopted the full approach, constituted by the
local reputation together with information diffusion.

The metrics used for comparisons were: the number of
resources received by a free rider normalized with respect to
the average number of resources received by a cooperative
peer (Fig.1), and the mean value of actual good reputation
for cooperative peers in comparison to good reputation of
free riders (Fig.2). As shown in the Fig.1, without reputation
management, a free rider has about the same resources than
a cooperative peer. This is an expected result. The interesting
result is that, using the local reputation, a free rider receives, on
average, the 53% of resources with respect to those obtained
by a cooperative peer. This percentage decrease up till the 44%
when the reputation diffusion is enabled. In Fig.2 it is shown
that the difference between good reputation for free riders
and for cooperative peers is clear. Thanks to the reputation
diffusion, this difference increases, allowing a more effective
characterization of malicious peers.

Fig. 2. Comparison between good reputation for free riders and for
cooperative peers

VI. CONCLUSIONS AND FUTURE WORKS

Several works have been proposed in literature about rep-
utation management system in distributed environments, but
hardly any result is suitable for unstructured systems, in
which there is no guarantee on cooperation from participat-
ing entities. In this paper, a totally distributed approach is
proposed. Agents interact in order to autonomously determine
the reputation value for agents with which they have inter-
acted previously. Moreover, thanks to a reputation diffusion
mechanism, attained by cluster of mutually reliable agents,
the system is robust with respect to dynamic events, typically
occurring in unstructured distributed environments. Our work
also places the grounds for a system formalization through
evolutionary game theory tools. This future development will
allow to formally prove those properties that arose from
experimental results.
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