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Abstract—Federated Learning (FL) is a paradigm that enables
collaborative machine learning without disclosing the local data of
the participants. However, in real-world FL deployment scenarios,
some unscrupolous clients may alter the training process to skew
the global model towards their local optimum, unfairly prioritizing
their data distribution. Their influence can degrade overall model
performance for normal clients and reduce fairness in the system.
We call this novel category of misbehaving clients “selfish”. This
work proposes a Fair and Robust strategy for aggregation in
the FL server to mitigate the effect of Selfish clients (FairRFL).
FairRFL incorporates a novel technique to recover (or estimate)
the true updates from selfish clients by using robust statistics,
specifically the median of norms. The presented strategy, through
the inclusion of the recovered updates in the aggregation process,
is robust against selfish behavior. Through extensive empirical
evaluations with WISDM-W and CIFAR-10 datasets, we observe
that a selfish client can increase the model accuracy on its data
by up to 39% and more than quadruple the accuracy variance
among clients, which FairRFL can address perfectly and recover
performance fairness across normal clients.

Index Terms—Distributed systems, Federated Learning, Relia-
bility and robustness, Fairness

I. INTRODUCTION

FEDERATED Learning (FL) has been proposed [1] as
a framework that enables collaboration among multiple

clients to train a model without sharing sensitive data. In the
FL paradigm, each participating client locally trains the model
and transmits only the updated weights to a central server
tasked with aggregation. Since its introduction, FL has been
effectively applied across various domains, demonstrating its
versatility and potential. While offering numerous benefits, the
absence of supervision during the training process can lead
to unforeseen shortcomings. Clients could deviate from the
expected training behavior [2], adversely affecting the model
performances. Such deviations could be malicious, with a client
intentionally disrupting the training [3], or unintentional, due
to resource limitations [4]. A malicious client might introduce
noise to prevent model convergence, as seen in Byzantine
attacks [3], or pursue secondary objectives, such as embedding
a backdoor [5]. Given that the server does not directly control
the clients, mitigating these harmful actions is challenging.

Literature on FL indicates a plethora of works addressing the
issue of adversarial or malicious clients. Two broad categories
of existing approaches exist: either detecting and removing
clients that deviate from the correct behavior [6], or mitigating
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Fig. 1. Part 1⃝ depicts a standard FL scenario with heterogeneous data
distributions for training a global model. In part 2⃝, a selfish client crafts
updates to improve the performance on its data distribution, worsening
generalization. And part 3⃝ shows that excluding the selfish client would
yield poor performance on data similar to the selfish client’s.

the impact of misbehaving clients on the global model through
robust aggregation techniques [7]. For instance, the work in [8]
excludes the contributions of colluding malicious clients that
submit similar updates. Statistical methods such as median and
trimmed estimators have proven effective for robust aggregation
in the presence of Byzantine clients, without requiring explicit
identification [9]. Additionally, the approach in [10] guarantees
satisfactory performance as long as the proportion of malicious
clients is not preponderant.

This work mainly focuses on a novel type of misbehaving
client, referred to as a selfish client, who aims to obtain a global
model that prioritizes its local data distribution. When the
participants have non Independent and Identically Distributed
(IID) data distributions, the local optima of the clients can
significantly differ from the global optimum, and even low-
level feature spaces might be different [11], [12]. Thus, in a
competitive environment, acting selfishly to obtain a better-
performing model can be a tempting strategy. For example, in
a federated healthcare system, providers may seek performance
benefits if they possess rare or high-quality data. As illustrated
in part 2⃝ of Fig. 1, even when the selfish client does not
intend to poison the model, the resulting model may perform
worse for other clients, especially in non-IID settings. Note
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that selfish clients do not have malicious aims, suggesting
that the selfish model updates cannot be disregarded entirely
from the aggregation, as doing so would cause the loss of
their valuable contributions and, in turn, poor performance on
the respective task as depicted in part 3⃝ of Fig. 1. On the
other hand, those updates cannot be included as-is because
that would result in an altered global model with worse
generalization capabilities. Hence, existing defense methods
designed for malicious clients [4], [5] can NOT effectively
tackle the selfishness issue.

A. Major Contributions

To the best of our knowledge, this work is the first to address
the selfishness issues in FL. Our major contributions include:

• We present a new issue of selfishness in FL, driven
by selfish clients. In non-IID settings, their presence is
inevitable, since certain clients can readily discern the
disparity between the global optimum and their local one
and may attempt to leverage this for their benefit. The
selfish client can adjust the level of selfishness through
an upscaling parameter.

• We propose FairRLF: a Fair and Robust aggregation
strategy for FL to limit Selfish clients’ effect on the
aggregation process without affecting the global model
by intertwining two novel strategies: (i) RFL-Self for
detecting and mitigating the impact of selfish clients,
and (ii) Dq-FFL for dynamically adjusting the fairness
parameter on the client side to implicitly account for the
presence of selfish clients, thereby improving performance
fairness across all participants.

• Through our experiments on two benchmark image
classification datasets, WISDM-W and CIFAR-10, we
analyze the influence of selfish clients on the global model
and evaluate the performance of FairRFL for varying levels
of selfishness to observe closely fairness improvement
across normal clients.

This research is an extension of our conference paper [13]
with the following additional significant contributions.

(1) On the Selfishness Side:
• We expand the concept of selfishness with more sophisti-

cated aggregation strategies beyond FedAvg.
• We introduce an additional new strategy for selfish clients

to automatically tune an upscaling parameter to achieve
the desired level of selfishness.

(2) On the Robustness Side:
• We estimate the impact of selfish clients on the fairness

aspect of FL, showing that even when they do not affect
the global model, they can still significantly harm fairness.

• We expand the theoretical analysis of the FairRFL strategy
and derive a convergence bound for our server-side
mitigation strategy.

• We introduce Dq-FFL, a variant of q-FFL [14], to address
the performance fairness across participants.

• We also consider non-persistent selfish clients, who behave
selfishly only for a limited number of rounds, to rigorously
analyze the selfishness aspect.

The remainder of this paper is organized as follows. Sec-
tion II discusses the related works. Section III describes in
detail the strategy employed by selfish clients, while Section IV
presents the proposed mitigation strategies. Section V provides
a theoretical analysis of the proposed framework. In Section VI,
we analyze the experimental results. Finally, Section VII
concludes the paper.

II. PRELIMINARIES AND RELATED WORKS

In FL, the server aims to find an optimal model w∗ which
solves the following optimization problem:

w∗ = argmin
w



F (w) ≜

1

k

∑

i∈[k]

Fi(w)



 , (1)

This optimization problem is solved iteratively through multiple
communication rounds. At a given round t, each client i
computes an update δti using the Stochastic Gradient Descent
(SGD) algorithm. The server combines these updates to
compute the updated global model for the next round t + 1
as wt+1 = wt + δt[k], where δt[k] = 1

Γ

∑
i∈[k] ωiδ

t
i , ωi is

the aggregation weight associated the i-th client, and Γ is
a normalization factor which might differ in each round. For
instance, in FedAvg [1], Γ is the overall number of training
samples, and the aggregation weight ωi is the number of
training samples of the i-th client. When all the clients have
datasets with the same size, Γ is the number of clients that
participate in the training process k, and all the aggregation
weights ω are set to 1. In an existing fairness algorithm, q-
FFL [14], Γ is computed by the server at each round based on
the loss of each client, and each client has a different (known
to them) aggregation weight ω.

To simplify the notation, we omit the round superscript when
it is clear from the context. Also, with some abuse of notation,
we consider all updates to have already been scaled by the
aggregation weight, i.e., δi = ωiδi. The main notation used in
this paper is summarized in Table I.

TABLE I
USED NOTATIONS.

Notation Description

wt Global model at round t
w∗ Optimal global model
F (·) Global loss function
Fi(·) Local loss function of the i-th client
Γ Normalization factor for aggregation
ωi Aggregation weight of the i-th client
δi Local update of the i-th client
δt
[k]

Aggregated local updates at round t

δ[k]\{s} Aggregated local updates of all clients except s
δ̄[k]\{s} Estimate of the average local update of all clients except s

δ̂s Crafted update of selfish client s
ϕ Selfishness parameter

Nmed Medan norm of the local updates
S Set of suspected selfish clients

δmed Median local update
δ′i Recovered update of the i-th client

A. Robust Federated Learning
Clients intentionally misbehaving are known to be a problem

for FL. Indeed, several works focus on clients with malicious
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TABLE II
COMPARISON OF MISBEHAVING AND FAULTY CLIENT TYPES IN FEDERATED LEARNING

Client Type Intent Behavior Impact Mitigation

Selfish Opportunistic: maximize local performance Biased updates Harms generalization; reduces performance
fairness

True update recovery

Free-Rider Opportunistic: benefit without contributing Minimal/no updates Minimal impact on model quality; primarily
a contribution fairness issue.

Contribution incentives

Byzantine Malicious: disrupt training Adversarial updates Prevents convergence, degrades accuracy Robust aggregation
Backdoor Attacker Malicious: insert hidden behavior Trigger-targeted updates Compromises model on specific inputs; gen-

eral performance may be maintained.
Anomaly detection

Faulty (Hardware) Benign: unintentional disruption Noisy/corrupted updates Random accuracy degradation Error correction, update filtering

intent who aim to disrupt the training process. The kind of
attacks that can be performed by malicious clients can be split
into two main classes [15]: targeted attacks and untargeted
attacks. Untargeted attacks aim to disrupt the training process
by sending random or crafted updates to the server, trying to
reduce the accuracy of the global model on all inputs [16]. By
contrast, targeted attacks aim to disrupt the training process by
sending updates that decrease the performance of the global
model on a specific subset of inputs. Backdoor attacks [17]
are a subset of targeted attacks where the targeted subset is
characterized by a backdoor trigger.

To reduce the influence of malicious clients on the global
model, robust aggregation techniques have been developed.
A popular approach is to use a robust aggregation method,
such as the Median [18], or the geometric median [19]. Other
approaches are also possible, such as removing malicious
clients from the training process [20]. For instance, the updates
from clients suspected of being malicious can be weighted less
in the aggregation process [8].

B. Fair Federated Learning

Selfish clients can also be seen as a fairness issue, as they
wish to make the global model more accurate on their data at
the expense of other clients, actively reducing the fairness of
the global model. Fairness is a critical issue in FL [21]: the
global model can be biased towards some clients, leading to
poor performance for other clients, even when selfish clients are
not involved. This is especially true in non-IID settings, where
the data distribution of the clients can be very different [12].

Multiple definitions of fairness have been explored in the
context of FL, such as accuracy parity, which strives to achieve
similar accuracy for all clients [22]; group fairness, that strives
to achieve similar accuracy for different groups of clients, e.g.,
demographic groups [23]; and contribution fairness, where each
client’s payoff is proportional to their contributions [24].

We focus on accuracy parity as defined in [20], i.e., the
variance of the testing performance across clients. It is the
fairness definition against which the impact of selfish clients
is the most visible.

Definition 1. A model w is fairer than another model w′ if
the variance of its performance across all the clients is lower.

fair(w) > fair(w′) ⇔ var
(
{Fi(w)}i∈[k]

)
< var

(
{Fi(w

′)}i∈[k]

)
,

where [k] is the set of all clients.

To achieve fairness, multiple approaches have been proposed.
One such approach is that of Agnostic FL [25], where
the goal is to optimize the global model for the worst-
performing client through a minmax optimization scheme. The
minmax formulation can also be used to achieve other fairness
definitions, such as proportional fairness [26], where the goal is
to determine the Nash bargaining solution that tries to maximize
the total utility and the worst-case utility of the clients.

A more flexible trade-off between fairness and accuracy
than that of Agnostic FL can be achieved with q-Fair FL (q-
FFL) [14], where a q parameter controls by how much each
client’s loss influences its aggregation weight. If q = 0, the
aggregation weight is independent of the client’s loss, and the
training process is equivalent to standard FL. With q → ∞,
the training process is equivalent to Agnostic FL.

It is worth noting that an effective way to ensure that
each client can achieve the best possible accuracy is to use a
personalized model for each client [27]. Our setting, however,
assumes the FL server aims to obtain a single unified global
model, intended to be deployed across the entire domain and
serve all clients equally, which is the most common FL scenario.
In such a scenario, personalization techniques such as training
separate models for individual clients or groups [28], [29] are
not applicable. If selfish clients could receive personalized
models tailored to their own data distributions, their incentive
to interfere with the global training process would be greatly
diminished. Our focus, therefore, is on the standard FL
configuration where a single global model is collaboratively
trained and deployed for all participants, making the selfishness
problem both relevant and challenging.

Recent works have increasingly focused on the performance
of FL in the face of non-IID and heterogeneous data. For
instance, cross-silo prototypical calibration [11], [29] reduces
representation gaps between clients, ensuring that models do not
disproportionately favor certain data distributions. Similarly, the
data-free knowledge distillation approach [12] allows models to
align by reducing the difference in local distributions without
requiring direct data sharing. While laudable and noteworthy,
these approaches primarily address issues stemming from data
heterogeneity, making for fairer models across clients. However,
a selfish client does not care about model fairness and instead
aims for the best possible performance on its data. Thus,
mitigating the non-IID data distribution issue does not solve
the selfishness problem, which requires dedicated solutions.

Complementing these strategies, FedCDA [30] proposes
divergence-aware aggregation to explicitly account for cross-
round variability, mitigating the risk of skewed updates by
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not including updates that greatly diverge from other updates
through the use of historical data. Along a different line,
FedMut [31] introduces stochastic mutation to enhance gen-
eralization, which helps prevent bias toward dominant data
patterns.

III. THE SELFISHNESS PROBLEM

The FL server strives to achieve a globally optimal model.
Such a model may not be optimal for each client, particularly
under non-IID scenarios. This disparity might lead some clients
to strive for a global model that is closer to their local models.
Consequently, the global model stops being optimal for the
entire system, and is expected to generalize worse [29]. We
refer to these clients as selfish due to their self-centered nature.

Definition 2. A selfish client s ∈ [k] is a participant in FL who,
instead of locally minimizing Fs(w) so that the aggregated
global model will minimize the average loss, tries to make the
aggregated global model minimize Fs(w) as in Eq. (2):

w∗
s = argmin

w

{
Fs

(
w +

∑
i∈[k]\s wi

Γ

)}
, (2)

• Distinguishing selfish clients from malicious: Despite some
authors use the term “selfish” to denote common malicious
clients [32], the notion of selfish clients in our work completely
differs from the malicious ones. The selfish clients do
not harbor any malicious intent, such as orchestrating model
poisoning attacks [33] or impeding model convergence [3]. A
selfish client aims to improve the global model’s performance
on its own local task, which is not explicitly contradictory
to the global objective. As a side effect, the global model’s
performance on other tasks might be worsened, but this is
not its primary goal. Further, the selfish clients do not try to
optimize the model for an additional objective different from
the main task, unlike backdoor attackers [5]. For instance, in an
FL application for activity recognition, a selfish client might
manipulate its update to improve the model’s performance
on recognizing activities that are more relevant to them (e.g.,
walking and sitting), even if this comes at the cost of reduced
performance on other activities (e.g., running and climbing). A
malicious client, on the other hand, might try to degrade the
model’s overall performance or insert a backdoor that causes
the model to misclassify certain activities (e.g., classifying
eating as running if the user is eating with their left hand).

In communication networks, “selfish clients” often refers
to free-riders—clients who benefit from the system while
contributing little or nothing to training [34], [35]. Some
researchers have utilized the term “selfish” to denote free-
riders in their work [36], [37]. Nonetheless, the challenges
explored in these works differ from the focus of this paper. To
the best of our knowledge, this is the first study to address this
specific problem. A complementary use of the term “selfish” in
the context of FL is found in [38], where it refers to a server
that favors a subset of clients, which is the opposite problem
to the one we address. The differences between the various
types of clients are summarized in Table II.
• Capabilities: Selfish clients are normal participants with
selfish intent; thus, they can access and modify the local data

and local model, but cannot access other clients’ data and
model. As the clients communicate with the server securely,
interception of the communication channel is not possible.

Remark 1. Selfish clients are not malicious; their aim is not
to degrade the global model on some/all the inputs, but rather
to improve the global model on a specific data distribution.
The worsened generalization is an unintended side-effect.

A. Selfish behavior

To introduce selfishness into the local model, a selfish
client s ∈ [k] needs to estimate local updates that will lower
the loss of the global model on its local data. As a proxy
for the objective in Eq. (2), drawing inspiration from model
replacement attacks [39], a selfish client strives to craft an
update δ̂s that minimizes the distance of the global model from
its locally trained model

∥∥wt+1 −wt
s

∥∥2 by satisfying Eq. (3):

δ̂s = argmin
δ̂s

∥∥∥∥∥w
t +

δ̂s + δ[k]\{s}
Γ

− (wt + δs)

∥∥∥∥∥

2

. (3)

By uploading δ̂s instead of its true updates, these clients
effectively steer the training process towards a global model that
aligns more closely with their local optimum. Fig. 2 visually
illustrates the potential deviation of the selfish update δ̂s from
the updates sent by normal clients.

δ1
δ2

δ3

δ4

δs

δ[k]\{s}

−δ[k]\{s}

Γ · δs
δ̂s

δi normal client updates δs selfish client true update

δ[k]\{s} sum of normal client updates δ̂s crafted selfish update

Fig. 2. An intuition for how a selfish client can estimate the updates δ̂s.

Challenge: The term wt is known to all the clients as it is the
previously received global model, and can be easily simplified.
However, the additive term δ+δ[k]\{s}

Γ requires knowledge of
Γ, which is generally unknown to the clients, and the sum of
all the updates from the non-selfish clients in the round t+ 1.
However, obtaining such information is generally unfeasible in
FL due to privacy concerns. Since the server is assumed to be
trustworthy, there are no viable means to acquire δ[k]\{s} and
Γ, thereby posing a significant challenge in solving Eq. (3).

Considering the aforementioned challenge, the selfish client
is constrained to obtain an approximation of the mean update
from the other clients, denoted as δ̄[k]\{s}, by assuming minimal
changes in the average updates between two consecutive
communication rounds. This assumption has been validated
experimentally in Section VI, showing that the estimated update
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closely tracks the true one. However, it may not hold in some
extreme scenarios, e.g., when the data distribution of the clients
changes significantly between two rounds; consequently, the
effectiveness of the proposed strategy might be reduced. At
any round t, the selfish client can leverage knowledge of past
updates to calculate δ̄[k]\{s} using the following expression:

argmin
Γ,δ̄[k]\{s}

∥∥∥Γ · (δt−2
[k] − δ̄[k]\{s})− δt−2

s

∥∥∥+
∥∥∥Γ · (δt−1

[k] − δ̄[k]\{s})− δt−1
s

∥∥∥,

where for t = 2, δ̂0s = δ0s and δ̂1s = δ1s . Once this estimate is
determined, the selfish client attempts to align the next global
update more closely with its local model. To accomplish this,
the client could transmit the update vector derived from Eq. (4)
to the server. This action would entirely substitute the global
model, inadvertently leading to behavior resembling that of a
malicious client.

δ̂s =
Γ

ωs
δs − (Γ− ωs)δ̄[k]\{s}. (4)

To illustrate the actions of the selfish client we make use of
a toy 2D numerical example:

Example 1. (Single selfish client) Let δ1, . . . , δ4, and δs be
the the update vectors in Fig. 2, with the following values:

• δ1 = [0.95, 0.55]
• δ2 = [−0.20, 0.90]
• δ3 = [−0.60, 0.55]
• δ4 = [−1.20, 0.10]
• δs = [0.40, 0.90]

Considering an unweighted FedAvg for aggregation, if all
clients behave honestly, the global update is δ0[k] = δ1[k] =
[−0.13, 0.60]. With Γ = 5 and ω = 1, and the selfish client
s computes δ̄2[k]\{s} = [−0.26, 0.52]. With these parameters,
the crafted model update δ̂s is computed through Eq. (4) as
δ̂s = 5δs − 4δ̄[k]\{s} = 5 · [0.40, 0.90] − 4 · [−0.26, 0.52] =
[2.0, 4.5]− [−1.04, 2.08] = [3.04, 2.42]. It is easily verifiable
that the aggregate update δ̂[k] is equal to δs. ♢

If a selfish client adopts this approach, it would gain no
advantage from participating in the FL system, as the global
model would match its local model. To address this, we
define a selfishness parameter ϕ∈ [0, 1], which determines
the proportion of the global update to be substituted with δ̂s
during each round. By maintaining a fixed ϕ throughout the
rounds, the selfish client can compute its updates using Eq. (5):

δ̂s = ϕ

(
Γ

ωs
δs − (Γ− ωs)δ̄[k]\{s}

)
+ (1− ϕ)ωsδ̄[k]\{s}

= ϕΓ

(
δs
ωs
− δ̄[k]\{s}

)
+ ωsδ̄[k]\{s}.

(5)

B. Analyzing the Parameter ϕ

When ϕ = 0, the component of the update including the
selfish client’s local model would be multiplied by zero, making
the estimated updates equivalent to the other clients’ updates.
On the flip side, setting ϕ = 1 causes the selfish client to
completely replace the global update with its own local update,
thereby making it a model replacement attack. The effect of
the parameter ϕ can be easily interpreted in the case of the

FedAvg algorithm with Γ = k and ω = 1. Indeed, if ϕ = 1
k ,

then the update would simplify to δ̂s|ϕ= 1
k
= δs. while the other

client’s update corresponds to the mean update of the normal
clients. In general, each increment of ϕ by ωs

Γ amplifies the
influence of the selfish client by adding the equivalent of one
normal update δs from the selfish client while reducing the
aggregated contribution of one normal client. Fig. 3 provides
a visual illustration of the impact of the parameter ϕ on the
selfish update vector and the resulting aggregated model ŵ.

δ̂s|ϕ=0

δ̂s|ϕ=0.5

δ̂s|ϕ=0.8

Fig. 3. Demonstrating the influence of ϕ on the selfish update vector and the
aggregated model when a single selfish client is present.

Remark 2. Selfish clients influence the model with partial
(according to a tuning parameter ϕ) replacement attempts.

Example 2. Using Eq. (5), the selfish update can be com-
puted as: δ̂s = 5ϕ[0.66, 0.38] + [−0.26, 0.52] = [3.30ϕ −
0.26, 1.90ϕ+0.52]. Accordingly, the resulting aggregate update
δ̂[k] is [0.66ϕ− 0.26, 0.38ϕ+ 0.52].

Thus, for ϕ = 0, the selfish update is [−0.26, 0.52], which
is equivalent to the average update of the normal clients, and
ϕ = 1 results in the aggregate update being [0.40, 0.90], which
coincides with δs. Intermediate values of ϕ would result in
updates that are a linear combination of the selfish client’s
local update and the average update of the normal clients.
For instance with ϕ = 1

Γ = 0.2, the selfish update is δ̂s =
[0.40, 0.90] = δs, resulting in the aggregate update δ[k] =
[−0.13, 0.59]. With ϕ = 0.5, the aggregated model would be
exactly the average of the selfish client’s local model and the
average of the normal clients’ updates: δ̂[k] = [0.07, 0.71].

It is interesting to notice that the norm of the aggregated
update δ̂[k] is not constant and instead has a monotone
non-linear relationship with ϕ. Specifically, in this example,
the norm of the global update without selfish behavior is∥∥δ[k]

∥∥ =
√
−0.133 + 0.62 = 0.61, while the norm of

the global update when perturbed by the selfish client is√
0.58ϕ2 + 0.052ϕ+ 0.34, spanning from 0.58 to 0.99.

C. Multiple Selfish Clients Scenario

In scenarios involving multiple selfish clients, we consider
them to act independently without any form of collaboration or
collusion among themselves. Thus, we expect them to compete
with each other to increase their effect on the global model
and try to cancel each other’s effect. Modeling the behavior of
collaborating/colluding selfish clients on a common FL task is
an interesting direction for future work, but it is beyond the
scope of this paper.
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Example 3. (Multiple selfish clients) Let us assume, for this
example only, that client 3 is also behaving selfishly. The
aggregated global update would be δ1+δ2+δ4+δ̂s+δ̂3

5
The original updates of clients 3 and s have a respective

distance of 0.47 and 0.61, from the global update without
selfish behavior. We use this distance as a reference to evaluate
how well the obtained global update reflects the goals of the
two selfish clients. For ease of presentation, we assume that
both clients s and 3 have independently chosen to set ϕ = 0.5,
but analogous results can be obtained for any other value of ϕ.

Client 3 computes δ̄2[k]\{3} = [−0.01, 0.61]. Accordingly,
δ̂23 = [−2.99ϕ − 0.01,−0.45ϕ + 0.64]. In round 2, the first
with selfish behavior, the aggregated update would be δ̂2[k] =
[0.31ϕ − 0.14, 0.29ϕ + 0.54] = [−0.11, 0.69], which is not
much closer to the selfish clients’ local models (0.46 and 0.65)
than the global model without selfish behavior. From the next
round onwards, the selfish clients would start competing with
each other, worsening the outcome for all the participants: the
selfish clients, s and 3, would update their estimates of the
other clients’ updates to craft their own and cancel the other
client’s contributions.

For the sake of manual computation, we assume
Γ to be known; the updated estimates are just the
average of the previous estimates and the new updates:
δ̄3[k]\{s} = [−0.26,0.52]

2 + Γ[−0.11,0.69]−[1.39,1.47]
2(Γ−1) =

[−0.26,0.52]+[−0.53,0.30]
2 = [−0.39, 0.41]. Likewise,

δ̄3[k]\{3} = [−0.01,0.61]
2 + Γ[−0.11,0.69]−[−0.50,0.42]

2(Γ−1) =
[−0.01,0.64]+[0.18,0.55]

2 = [0.09, 0.58].
Thus, the selfish updates for round 3 would be δ̂3s =

[1.59, 1.62] and δ̂33 = [−1.63, 0.50]. With these selfish updates,
and the normal updates unchanged, the global update would
be δ̂3[k] = [−0.16, 0.51], whose distance from the goals of the
selfish clients is 0.45 and 0.65.

From round 8 onwards, client 3 also starts experiencing
worsening outcomes. Indeed, repeating this process for a few
iterations, assuming the honest updates are unchanged, the
global update would converge to [−0.25, 0.11], whose distance
from the goals of the selfish clients is 0.57 and 1.03; and
its distance from δ0[k] is 0.50. This example aligns with our
empirical evidence that the presence of multiple selfish clients
harms the model performance for all the participants, including
the selfish clients themselves.

Remark 3. Multiple selfish clients compete to influence the
model, introducing instability in the training process.

IV. PROPOSED SOLUTION: FAIRRFL

To mitigate the impact of selfish clients on the global
model, the server should be able to identify them and recover
their true updates. Nevertheless, even when these clients are
accurately identified, they should not be entirely removed
from the training process, as this could result in a model
that performs inadequately for users (not involved in training)
whose data distribution is close to that of the selfish clients.
Thus, the only viable solution to deal with selfish clients is
to recover an estimate of their true updates and use them
in aggregation (Fig. 4). This section presents RLF-Self, an

Local Training

Local Dataset

Local UpdateFairness

Local Training

Local Dataset

Local UpdateFairness

Selfish updateΓ estimation

Selfish client
detection

True update
recovery

Aggregation

Server

Normal client

Selfish client

Fig. 4. Overview of the solution at client and server sides.

aggregation strategy for the FL server to robustly remove the
impact of selfish clients from the model training. At each
round, the RFL-Self first identifies suspected selfish clients
and then attempts to recover their true update. Additionally, in
Section IV-D, we propose a more advanced weighting scheme,
Dq-FFL, to improve performance fairness across all clients.
We denote the joint use of these two strategies as FairRFL.

A. Selfish Client Detection at the Server

After collecting updates from all clients, RFL-Self calculates
the L2-norm for each update and determines the median norm,
denoted as Nmed. Selfish clients attempt to amplify their impact
on the global model by steering the training process closer
to their local model, which naturally results in their updates
having a greater magnitude compared to those of other clients.
This intuition is confirmed by the formal result in Theorem 1.
This characteristic indicates that if ∥δi∥2 > Nmed for a given
client i, there is a possibility that the client is behaving selfishly.
Consequently, the received update δi could be the crafted δ̂i.

Theorem 1. An effective selfish update is always larger in
magnitude than normal updates.

Proof. Let δ̂s be a crafted selfish update indistinguishable (in
terms of norm) from the true update δs. Then δ̂s was obtained

by tuning ϕ such that
∥∥∥δ̂s
∥∥∥
2

= ∥δs∥2. Using this constraint
and Eq. (5), we obtain the following equation:

∥ϕ Γ
ωs

δs+(1−ϕΓ)ωδ̄[k]\{s}∥2=∥δs∥2,

(ϕ Γ
ωs

∥δs∥)2+2ϕΓ(1−ϕΓ)⟨δs,δ̄[k]\{s}⟩+(1−ϕΓ)2ω2
s∥δ̄[k]\{s}∥2=∥δs∥2,

After solving above, we get two possible values of ϕ:

ϕ =

∥∥ωsδ̄[k]\{s}
∥∥2 − ∥δs∥2

Γ2

ω2
s
(∥δs∥2 + 2⟨δs, δ̄[k]\{s}⟩+

∥∥ωsδ̄[k]\{s}
∥∥2)

(6)

ϕ =
ωs

Γ
(7)

If ∥δs/ωs∥2 ≃
∥∥δ̄[k]\{s}

∥∥2, then Eq. (6) would give ϕ ≃ 0,
which corresponds to sending ωsδ̄[k]\{s}. On the other hand,
for ϕ = ωs

Γ the selfish update coincides with the true one.
Thus, the only way to achieve selfish behavior is by sending
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updates with a larger magnitude (i.e., larger norm) compared
to the true ones.

Remark 4. All the selfish updates need to have a larger norm
than the true updates. Theorem 1 only proves that this condition
is necessary (not sufficient) for an update to be selfish.

Flagging all the updates with a norm larger than Nmed

as potentially selfish would necessarily lead to many false
positives. Indeed, at each round, half of all the clients would
be treated as selfish. For this reason, instead, we flag as
potentially selfish all the updates that seem out of distribution
by evaluating their distance from the median in terms of the
median absolute deviation (MAD) [40]. The selfish detection
algorithm is detailed in Algorithm 1, where the 1.4826 constant
is used to ensure that the MAD is a consistent estimator of
the standard deviation for normal distributions [40]. And τ
is a user-specified threshold that controls the sensitivity of
the detection algorithm. In this work, we set τ = 2.5 after
testing different values in the range [0, 6]. It is worth noting
that the MAD has the same breakdown point as the median,
meaning that using Algorithm 1 instead of flagging all the
updates with norms larger than the median offers the same
robustness guarantees while reducing the false positives. This
detection strategy is designed to be simple and lightweight,
and the experimental evaluation, with the theoretical backing,
confirms that it is effective in identifying selfish clients.

Algorithm 1 runs at the server after each FL round. The
complexity of the algorithm is O(dk+k log k), where k is the
number of clients and d is the dimensionality of the model.

Algorithm 1 Selfish client detection
Input: A set of k update vectors {δ1, . . . , δk}, a threshold τ
Output: A set S of potentially selfish clients

1: Compute NNN ← {||δi||, ∀i ∈ [k]}
2: Compute a median norm Nmed ← median(NNN )
3: MAD← 1.4826×median({|Nmed −Ni|,∀i ∈ [k]})
4: S ← {}
5: for each i ∈ [k] do
6: if Ni−Nmed

MAD > τ then
7: S ← S ∪ {i}
8: return S

Example 4. Let us consider the same setup as in Example 1,
the norms of the honest updates are N1 = 1.1, N2 = 0.9,
N3 = 0.8, and N4 = 1.2. The selfish update δs, with ϕ = 0.5,
has a norm of Ns = 2.02.

Since there is an odd number of updates, the me-
dian norm is Nmed = 1.1 and MAD = 1.4826 ×
median({0.28, 0.18, 0, 0.10, 0.92}) = 0.26. The threshold for
the detection of selfish clients is 1.1+τ ·0.26 = 1.1+2.5·0.26 =
1.75, which is exceeded only by the selfish client’s update.

B. Selfish Clients’ True Updates Recovery

Differently from works on malicious clients that exclude
suspected poisoned updates, in this work, the server tries to
estimate the true updates δ′s from the selfish clients’ updates
δ̂s. The crucial difference is that selfish updates, differently

from malicious ones, still contain useful information that can
improve the generalization of the model.

In RFL-Self, the server computes δ′s for each detected selfish
client s by combining δ̂s and the marginal median update δmed

using a convex combination, expressed as

δ′s = βδ̂s + (1− β)δmed, (8)

where the parameter β defines the convex combination and is
chosen such that the norm of δ′s matches the median norm of
all the received updates, denoted as Nmed. To determine β,
the following equation is solved:

||βδ̂s + (1− β)δmed|| = Nmed. (9)

Through the mechanism in Eq. (8), the suspected selfish update
is adjusted by reducing its magnitude and aligning it closer with
the median update, effectively recovering an approximation
of the true update δs. Later, we also theoretically analyze the
soundness of the above strategy.

Eq. (9) is a quadratic equation in β, with one of the two
solutions being the trivial β = 0, and can be solved analytically
through the cosine rule using only the magnitude of the selfish
update δ̂s, and its dot product with the median update δmed.
The complexity of solving Eq. (9) is thus O(d), where d is the
dimensionality of the model, for each suspected selfish client.

Example 5. Continuing with Example 4, the median update
is δmed = [−0.20, 0.55]. By solving Eq. (9), we find that the
best value for β is β = 0.45. β = 0.45 results in the estimated
update δ′s = [0.52, 0.96].

It is worth noting that the conditions for the perfect recovery,
as delineated in section V, are not met: Nmed = 1.1 while
||δ′s|| = 1.0, additionally, the median update has a distance
from δ̄[k]\{s} of 0.07, Nevertheless, the estimated update is
close to the original update [0.40, 0.90] of the selfish client.

According to the theoretical analysis in Eq (12), the optimal
value of β, assuming the server had additional knowledge of ϕ,
would have been β = 0.4, within 10% of the computed value.
Using the optimal β would have resulted in δ′s = [0.44, 0.91],
which is even closer to the original update.

Remark 5. Selfish updates contain useful information that, if
recovered, can improve the global model’s generalization. The
server can use robust statistics to identify selfish clients and
estimate their true updates.

C. Robust Aggregation

The server aggregates the updates from all participants by
substituting the suspected selfish clients’ updates with their
recovered counterparts, as shown below:

δ[k] =
1

Γ


 ∑

i∈[k]\S
δi +

∑

j∈S
δ′j


 . (10)

Subsequently, the global model is updated as w = w + δ[k]
for the next iteration. This aggregation approach effectively
reduces the impact of selfish clients while leveraging their
updates to create a more generalized and robust global model.
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Example 6. As seen in Example 4, the only flagged suspected
selfish client is the actual selfish client, and its recovered
update is δ′s = [0.52, 0.96]. The global update is then δ[k] =
d1+d2+d3+d4+δ′s

5 = [−0.11, 0.61], whose distance from the
untampered global update [−0.13, 0.60] is 0.03.

Algorithm 2 RFL-Self algorithm
Input: A set of k clients
Output: A trained global model with weights w[k]

1: w[k] ← random initialization
2: Send w[k] to all the clients
3: for each communication round do
4: Receive updates {δi, ∀i ∈ [k]}
5: Compute NNN ← {||δi||, ∀i ∈ [k]}
6: Compute δmed ← MARGINALMEDIAN({δi, ∀i ∈ [k]})
7: S ← SELFISHUPDATESDETECTION({δi, ∀i ∈ [k]})
8: for each client i ∈ S do
9: Obtain β by solving Eq. (9)

10: Estimate δ′i using Eq. (8)
11: Update w[k] ← w[k] +

1
Γ

(∑
i∈[k]\S δi +

∑
j∈S δ′j

)

12: Send the updated global model w[k] to all the clients

13: return w[k]

Algorithm 2 outlines the complete procedure for RFL-Self.
It is worth highlighting that RFL-Self modifies only the server-
side aggregation process compared to the FedAvg [1], making
it compatible as a direct substitute without requiring any change
on the client side.

The main computational overhead of RFL-Self is the
computation of the median update δmed, which is done at
the server. Computing the median update has a complexity of
O(dk log k), where k is the number of clients, and d is the
dimension of the model. Compared to this, the complexity
of Algorithm 1 is negligible. Thus, the overall complexity of
RFL-Self is the same as simply using the median as a robust
aggregation method, which is O(dk log k).

D. Dynamic q for Fair FL (Dq-FFL)

Our algorithm Dq-FFL is heavily inspired by the q-FFL
algorithm [14], which is a variant of FedAvg with a dynamic
boosting parameter q to increase fairness among the clients. The
optimization goal pursued by q-FFL is not the minimization
of the average loss as in Eq. (1), but the minimization of the
average of q + 1-th power of the losses:

w∗ = argmin
w

∑

i∈[k]

F q+1
i (w). (11)

When q=0, the objective function is equivalent to that
of FedAvg, while when q → ∞, the objective function is
equivalent to the minimization of the maximum loss among
the clients (Angostic Federated Learning [25]). In general, the
higher the q, the more fairness is enforced at the expense of
average accuracy. To optimize for this goal, the update vector
of each client is scaled by a factor proportional to the client
loss raised to the power of q. Moreover, the server dynamically

computes Γ using information from the clients relative to their
loss and the magnitude of their updates.

The key difference of Dq-FFL from q-FFL is that the
boosting parameter q is dynamically computed by each client,
scaling the global q parameter by the ratio between the loss
experienced by the client in the previous round li and the
median loss lmed. This objective function emphasizes the
updates of the clients with the largest loss. The full algorithm
is reported in Algorithm 3.

Algorithm 3 Dq-FFL algorithm
Input: A set of k clients, a learning rate L, a parameter q to

control the level of fairness
Output: A trained global model with weights w[k]

1: w[k] ← random initialization
2: Send w[k] to all the clients
3: for each communication round do
4: for i ∈ [k] do

At Client
5: δi ← LOCALTRAINING(w[k])
6: if round == 0 then
7: qi ← q
8: else
9: qi ← q lmed

li

10: ωi ← qF q−1
k (w[k])∥δi∥2 + LF q

i (w[k])
11: δi ← F q

i (w[k])Lδi
12: li ← F (w[k])
13: Send δi, ωi, li to the server

At FL Server
14: Receive {δi, ∀i ∈ [k]}, {ωi, ∀i ∈ [k]}, {li, ∀i ∈ [k]}
15: Update w[k] ← w[k] +

∑
i∈[k] δi∑
i∈[k] ωi

16: lmed ← median({li, ∀i ∈ [k]})
17: Send the global model w[k] and lmed to all the clients

18: return w[k]

Since selfish clients cannot tamper with the local training
step, the dynamic q ensures that, when the selfish clients upscale
their updates, if they experience better performances than the
normal clients, they would be forced to send smaller updates,
mitigating the instability brought on by the selfish clients and
improving the recovery of the true update. While testing this
algorithm, we assume that the selfish clients also upscale the
transmitted loss li so that it becomes compatible with their
larger update and tries to skew lmed.

V. THEORETICAL ANALYSIS

This section discusses the theoretical aspects of the proposed
strategy, providing insights into its properties and behavior.

A. Recovery Mechanism Guarantees

Intuitively, the convex combination (in Eq. (8)) alleviates the
effect of the selfish update by deviating its direction opposite to
the average update of normal clients. To analyze this intuition
quantitatively, we assume three conditions in place.

• Condition 1: The average update δ[k]\S (excluding selfish
clients) does not vary significantly in consecutive rounds.



DRAFT

9

• Condition 2: The median update δmed reliably approxi-
mates the mean update of all non-selfish clients.

• Condition 3: The true update δs from a selfish client has
a magnitude comparable to Nmed.

When conditions 1 and 2 are satisfied, it follows that δ̄[k]\{s} ≈
δmed. Substituting this into Eqs. (5) and (8), we derive

δ′s ≃ β[ϕΓ(δs/ωs − δ̄[k]\{s}) + ωsδ̄[k]\{s}] + (1− β)δmed

≃ βϕΓ
δs
ωs

+ (1− βϕΓ)ωsδ̄[k]\{s}. (12)

This estimated update δ′s corresponds to the unweighted δs
when β = 1/(ϕΓ). However, since the server lacks knowledge
of ϕ, it determines β (ignoring ϕ) by solving ||δ′s|| = Nmed,
as described in Eq. (9). When all three conditions are satisfied,
solving Eq. (9) for β yields β ≃ 1/(ϕΓ), which ensures that
δ′s closely approximates δs. Part (a) of Fig. 5 illustrates how
effectively RFL-Self can recover the selfish update δ′s when
the three conditions are satisfied.

δ̂s

δ′s ≡ δs

δmed ≡ δ̄[k]\s

(a)

δ′s

δ̂s

δs

δmedδ̄[k]\s

(b)

Fig. 5. Illustrating how close the recovered update δ′s is to the true δs: (a)
when all three conditions meet, and (b) when all three conditions do not hold.

Even if the conditions are not fully met, RFL-Self can still
yield a reasonable approximation. For instance, if Condition
2 is not satisfied, we obtain δ′s = βϕΓδs/ωs + (δmed −
βϕΓωsδ̄[k]\{s}) + β(ωsδ̄[k]\{s} − δmed). This result deviates
from Eq. (12) by (1−β)(δmed−ωsδ̄[k]\{s}). The magnitude of
this deviation (error) is bounded above by

√
Tr(var(δ)) [41]. If

Condition 3 is not satisfied, the estimated update will be closer
to the median update than the true update, with a maximum
deviation of ||δs − δmed||. Part (b) of Fig. 5 illustrates the
discrepancy between the recovered update δ′s and the true
update δs when none of the conditions are met.
RFL-Self versus Downscaling strategy: a trivial way one
might be tempted to adopt to mitigate the impact of selfish
updates entails simply downscaling them by a factor β before
aggregation, which essentially means δ′s = δ̂s

β = ϕΓ
βωs

δs +
1−ϕΓ

β δ̄[k]\{s}. No matter how the β is chosen, the estimated
update δ′s differs from the true update due to a component
opposite to δ̄[k]\{s}. This component disappears only when
ϕ = 1

Γ , where selfish clients behave like normal ones. RFL-
Self enhances robustness by approximating δ′s to align more
closely with the actual update δs.

Theorem 2. The maximum error in the recovered aggregated
update is bounded by 4k+k2

4Γ2 Tr(var(δ))E[ω]

Proof. Based on Theorem 1, when there are s suspected selfish

clients, the expected error can be expressed as:

E
∥∥∥δ[k] − δ′[k]

∥∥∥
2

E[ω]
=

1

Γ2
E

∥∥∥∥∥∥
∑

i∈[k]

δi −


 ∑

i∈[k]\S
δi +

∑

j∈S
δ′j



∥∥∥∥∥∥

2

=
1

Γ2
E

∥∥∥∥∥∥
∑

i∈S
δi −

∑

j∈S
δ′j

∥∥∥∥∥∥

2

(13)

Since the RFL-Self leaves all [k] \ S updates unchanged, the
error essentially comes from the updates whose norm is larger
than τ ·MAD +Nmed. To formalize the maximum bound, the
error induced by the selfish updates can be approximated by
the median update as given below

E[ω]
Γ2

E

∥∥∥∥∥∥
∑
i∈S

δi −
∑
j∈S

δ′j

∥∥∥∥∥∥
2

≤ E[ω]
Γ2

E

∥∥∥∥∥∥
∑
i∈S

(δi − δmed)

∥∥∥∥∥∥
2

=
E[ω]
Γ2

E

∥∥∥∥∥∥
∑
i∈S

(
δi − δ̄[k] − δmed + δ̄[k]

)∥∥∥∥∥∥
2

Using Jensen’s inequality [42]

≤E[ω]
Γ2

E

∥∥∥∥∥∥
∑
i∈S

(
δi − δ̄[k]

)∥∥∥∥∥∥
2

+
E[ω]|S|2

Γ2
Tr(var(δ))

(14)

≤kE[ω]
Γ2

Tr(var(δ)) +
E[ω]|S|2

Γ2
Tr(var(δ))

≤4k + k2

4Γ2
Tr(var(δ))E[ω] since |S| ≤ k

2
.

In the case of FedAvg, since Γ = k and ω = 1, the error
bound is

(
1
k + 1

4

)
Tr(var(δ))

Remark 6. From Theorem 2 it follows that the error remains
unaffected by the count of selfish clients, provided they do not
significantly skew the median, even if the median is not an
accurate estimate of the mean update of normal clients.

B. Convergence Analysis

The convergence of RFL-Self can be analyzed by considering
the convergence of using the median as a robust aggregation
method [43]. The proof lies in three fundamental assumptions:

1) The median is an unbiased estimator of the mean update:
E[δmed] = E[δ̄[k]].

2) F has a Lipschitz gradient: ∥∇F (w)−∇F (w′)∥ ≤
L∥w −w′∥.

3) The variance of the updates has an upper bound:
E[∥δmed − E[δmed]∥2] ≤ σ2.

The first two assumptions are standard for stochastic opti-
mization, while the third is the classical bounded variance
assumption for mean-based aggregation methods modified for
the median. Additionally, we assume an odd number of clients
to ensure that the median is well-defined.

Theorem 3. Suppose that the above three assumptions hold,
given a learning rate λ = min

(
1√
Tk

, 1
2L

)
, and setting

DF ≜ F (w0
[k])− F (w∗), then RFL-Self yields the following
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convergence rate:

1

T

T∑

t=0

E[F (wt
[k])] ≤ 2

√
k

T
(DF + Lσ2) +

1

T

T∑

t=0

E[
∥∥∥∇F (wt

[k] − E[δmed]
∥∥∥
2

]

(15)

Proof. We analyze a (unrealistic) worst-case scenario where
the server cannot distinguish between the selfish and normal
clients and all the clients are detected as selfish. One such
scenario is if the MAD is zero, which implies that more than
half of the updates have the same norm. In this case, for all
the flagged clients Eq. (9) would yield β = 0, since β = 1
corresponds to no mitigation at all and is thus not acceptable.
With β = 0, all the estimated updates would be replaced by
the median update.

By the Lipschitz gradient assumption and the update rule of
Eq. (10), the convergence of RFL-Self is guaranteed.

F (wt+1
[k] ) ≤ F (wt

[k]) +
λ2L

2

∥∥δtmed

∥∥2 − λ⟨∇F (wt
[k]), δ

t
med⟩

≤ F (wt
[k]) + λ2L(

∥∥δtmed − E[δmed]
∥∥2

+ ∥E[δmed]∥2)
− λ⟨∇F (wt

[k]), δ
t
med⟩

Rearranging F (wt
[k]) and taking the expectation for both sides

of the inequality, we obtain

E[F (wt+1
[k] )]− E[F (wt

[k])]

≤− λE[⟨∇F (wt
[k]), δ

t
med⟩]

+ λ2LE[
∥∥δtmed − E[δmed]

∥∥2
+ ∥E[δmed]∥2]

=− λ

2
E[∇

∥∥F (wt
[k])

∥∥2
+ ∥E[δmed]∥2 −

∥∥∇F (wt
[k])− E[δmed]

∥∥2
]

+ λ2LE[
∥∥δtmed − E[δmed]

∥∥2
+ ∥E[δmed]∥2]

=− λ

2
E[
∥∥∇F (wt

[k])
∥∥2

]− λ− 2λ2L

2
E[∥E[δmed]∥2]

+
λ

2
E[
∥∥∇F (wt

[k])− E[δmed]
∥∥2

] + λ2LE[
∥∥δtmed − E[δmed]

∥∥2
]

Setting λ = min
(

1√
Tk

, 1
2L

)
, dividing both sides by λT

2 , and
explicitly expressing the telescoping sum, we can derive

1

T

T∑

t=0

E[F (wt
[k])]

≤2
√

k

T

(
E[F (w0

[k])]− E[F (wt+1
[k] )]

)

+
1

T

T∑

t=0

E[
∥∥∥∇F (wt

[k] − E[δmed]
∥∥∥
2

] + 2L

√
k

T
σ2.

Since the difference between the starting loss and the optimal
loss is bounded by DF , Eq. (15) is obtained as the final upper
bound for the convergence of RFL-Self.

Remark 7. If the difference between the expected median
and the true gradients is small, the sum on the right-hand
side of Eq. (15) is negligible, and the algorithm reaches a
stationary point with a rate of

√
k
T , comparable to the

√
1
kT

rate of FedAvg, with some additional variance due to the use
of the median with non-iid client data. If the median does
not approximate well the mean update of normal clients, the
convergence rate would be affected by a constant factor.

Remark 8. It is possible to detect all the selfish clients and
recover a good approximation of their true updates within some
theoretical bounds.

VI. EXPERIMENTAL EVALUATION

This section provides an empirical evaluation of the influence
of selfish clients on the performance of FL systems and assesses
the effectiveness of the proposed FairRFL approach. We use two
benchmark datasets: CIFAR-10 [44], an image classification
task, and WISDM-W, a time-series human activity recognition
task from the FedAIoT benchmark [45]. These two datasets
are chosen due to their popularity in the FL community and
their different levels of complexity, which allows us to evaluate
the performance of our proposed method in diverse scenarios.
Experiments were carried out with 50 clients at varying levels
of selfishness ϕ and up to 30% selfish clients. To simulate
the non-IID scenario, we partition the dataset such that each
client gets only the data for two randomly selected classes.
This severe non-IID setting is chosen to showcase the effect of
selfish clients better: if the data is IID, then all the clients have
the same local objective, and the selfish clients would not have
any incentive to act selfishly. Additionally, different levels of
non-IID data distribution are analyzed in Section VI-B to assess
the generalizability of our findings. Larger datasets like CIFAR-
100 [44] are not considered, as the lack of overlap between
the classes of the clients would make the selfishness detection
trivial. For the WISDM-W dataset, we utilize a ResLSTM
architecture comprising 4 Long Short-Term Memory cells with
residual connections. For the CIFAR-10 dataset, we employ a
CNN with 3 convolutional layers and 2 fully connected layers.
The hyper-parameters used are as follows: optimizer: SGD,
batch size: 32/256, and learning rate: 0.01/0.1 for WISDM-
W/CIFAR-10 datasets, respectively. The models are trained
over 30 FL rounds, with each client performing five local
epochs per round to strike a balance between communication
efficiency and convergence speed. Unless otherwise specified,
the results are obtained by selecting all clients for aggregation
in each round to reduce spurious effects due to client selection.
However, we also analyze the impact of the selfish behavior
appearing in only a fraction of the rounds in Section VI-E.
All the experiments are implemented in Python using a well-
known library PyTorch 1.12.1, on a Windows 11 powered with
an NVIDIA RTX A5000 GPU. Our source code is publicly
available at https://github.com/ndslab-group/FairRFL.

A. Global Update Estimation

At first, we carry out experiments to analyze the ability of
a selfish client to correctly estimate the value of Γ. These
experiments are conducted with a single selfish client to avoid
the interference of other clients. We report the results of the
estimation technique on both datasets, WISDM-W and CIFAR-
10, in Fig. 6, which reports the results for FedAvg in part (a).
Here Γ = k is fixed for all the communication rounds. For
both datasets, the estimation technique can correctly converge
towards the correct value of Γ. Fig. 6b reports the results for Dq-
FFL, where Γ is computed dynamically as

∑
ωi. The value of Γ

varies between rounds and, in the case of CIFAR-10, it spans
multiple orders of magnitude. Nevertheless, the estimation
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technique can closely track the value of Γ, demonstrating its
effectiveness.
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Fig. 6. Estimation of Γ in the presence of a single selfish client.

To further assess the capability of a selfish client to
approximate the global update, we compute the cosine similarity
SC between the true global update and the estimated one by
the selfish client across different communication rounds. Fig. 7
shows the cosine similarity for both datasets using the FedAvg
and Dq-FFL algorithms. For both datasets and algorithms, the
selfish client can accurately estimate the global update, with
a cosine hovering around 0.8, indicating a strong alignment
between the true and estimated updates.
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Fig. 7. Cosine similarity between the true and estimated global updates by a
selfish client.

B. Impact of Undetected Selfish Clients on Performance

We conduct experiments to evaluate the impact of selfish
client(s) on the accuracy of the global model. The results for
the FedAvg algorithm are presented in Fig. 8. For the CIFAR-
10 dataset in part (a), the mean test accuracy (represented by
the ‘green’ box plots) for normal clients steadily declines as the
selfishness level ϕ rises. However, beyond a certain threshold
(i.e., ϕ > 0.6), the accuracy of selfish clients appears to stabilize
and no longer improves. A similar trend can be observed for
the WISDM-W dataset in part (c), although the trend is less
smooth. Nevertheless, the selfish clients can achieve a higher
accuracy than the normal clients, and the overall variance of
the test accuracy of the global model across normal clients
tends to increase with the selfishness level ϕ for both datasets.
Interestingly, when multiple selfish clients are present (parts
(b) and (d)) they fail to gain significant advantages. Instead,
their selfish actions counteract each other, leading to a situation
where no one benefits and the average outcome steadily worsens
as ϕ increases. Selfish behavior amplifies accuracy variance,

lowering performance and rendering the model unfair and
unreliable for normal participants.
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Fig. 8. Test accuracy of the global model with one and 15 selfish clients (out
of 50 clients) on the and CIFAR-10 datasets using FedAvg algorithm.
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Fig. 9. Test accuracy of the global model with one and 15 selfish clients
(out of 50 clients) on the WISDM-W and CIFAR-10 datasets using Dq-FFL
algorithm.

Next, we carry out experiments to analyze the impact of
selfish client(s) on the global model accuracy for the Dq-FFL
algorithm and report results in Fig. 9. With one selfish client, in
parts (a) and (c), there is little difference in outcomes compared
to FedAvg, showing that the selfish client is effective even if
the underlying algorithm strives to ensure fairness. However,
with multiple selfish clients, in parts (b) and (d), the instability
brought on by the multiple selfish clients is mitigated, for
low values of ϕ, hinting that a fairness mechanism can be an
effective component of a defense against selfish clients. For the
WISDM-W dataset, at higher levels of selfishness the negative
impact of selfish clients is exacerbated, significantly degrading
the global model accuracy for normal clients, confirming the
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Fig. 10. Influence of label distribution skew on the impact of selfish behavior.
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Fig. 11. Effectiveness of selfish client detection with ϕ = 0.7 and sensitivity
to the τ parameter with 1 and 15 selfish clients.

necessity of a dedicated mitigation mechanism. This instability
is in accordance with the observations on the toy numerical
example in Section III-C. The effect is more pronounced for
the WISDM-W dataset, likely due to the larger model size,
which allows selfish clients to create more disruptive updates.

Finally, Fig. 10 shows the impact of varying levels of non-
IID data distribution on the performance degradation caused
by selfish clients with fixed selfishness level 0.7. The degree of
label distribution skew varies from an IID distribution (i.e., each
client has data from all the classes with equal probability) to a
partitioned non-IID distribution (i.e., each client has data from
only two classes), with two intermediate settings where the
skew is determined by a Dirichlet distribution with parameters
α ∈ {1, 0.1, 0.01}. As predictable, in IID settings where clients
have no incentive to behave selfishly (all the clients have the
same local objective), the impact of selfishness is negligible.
However, even at mild levels of non-IID, selfish clients can
cause significant performance degradation, which worsens as
the data distribution becomes more skewed. Moreover, in all
non-IID settings, the presence of multiple selfish clients leads
to a more pronounced degradation of the global model accuracy
compared to the case with a single selfish client.

C. Performance of Proposed Algorithms

We conduct experiments to evaluate the performance of the
proposed methods, RFL-Self and FairRFL. First, we analyze
the performance of the detection mechanism, and then we turn
to the full mitigation mechanism.

1) Accuracy of the selfish client detection: The accuracy of
the detection strategy (shared by both approaches) is crucial
to the effectiveness of the mitigation mechanism. Undetected
selfish clients can have a significant negative impact on the
global model, as shown in the previous section, and false
positives can unfairly penalize normal clients. We carry out
experiments to analyze the impact of the threshold τ on the
accuracy and recall of the detection mechanism on both datasets,
with one and fifteen selfish clients, and report results in Fig. 11.

The detection accuracy is high for both datasets, although,
on average, it is slightly lower for the CIFAR-10 dataset. This
could hint that larger models, such as the one used for WISDM-
W, might make selfish updates more distinct from normal ones,
thus making the detection easier. Nevertheless, even if the
accuracy for the CIFAR-10 dataset is lower, the detection
mechanism is still able to correctly identify all the selfish
clients while maintaining an acceptable false positive rate. We
hypothesize that, given that the first layers of shallow CNN
models tend to learn more generic features, the selfish updates
might have a smaller impact on those layers, making the overall
update norm less distinguishable from normal ones. In larger
models, more layers can be affected by selfish behavior, making
the update norm more distinct. The heuristic choice of τ = 2.5
appears to be a good compromise between achieving a high
accuracy in the detection process, avoiding the inclusion of too
many normal clients in the set of suspected selfish clients, and
ensuring 100% recall with all selfish clients detected. At higher
values of τ , some selfish updates are not detected, which is
not acceptable given the disruptive impact of selfish clients.
This level of accuracy is sufficient to ensure that the mitigation
mechanism can correctly identify the selfish clients and mitigate
their negative impact on the global model, as demonstrated in
the next section.

2) Mitigation accuracy: Next, we evaluate the performance
of FairRFL in the presence of selfish clients with and without
the fairness component, and compare the results with FedAvg
when no mitigation mechanism is employed. Figures 12 and 13
present the test accuracy for both selfish and normal clients
across different ϕ values, considering fifteen selfish clients.

An immediate insight from the results is that when ϕ > 0.4,
selfishness can lead to significant accuracy loss for both normal
and selfish clients in the absence of robust aggregation at the
server. While trying to enforce fairness with methods such as
q-FFL (part d of the figures) reduces the instability induced by
selfish clients, it still leads to a significant drop in accuracy and
a high variance in the performance for all the clients, negating
the attempts at fairness. Indeed, as little as ϕ = 0.1 is enough
to increase the variation of the accuracy experienced by the
clients. An effective mitigation strategy should maintain the
accuracy of normal clients while ensuring that selfish clients
do not experience significant changes. In this regard, all the
evaluated mitigation strategies appear to perform effectively by
stopping selfish clients from causing substantial accuracy drops.
Additionally, the Dq-FFL algorithm can noticeably reduce the
inter-client accuracy variance. In Fig. 13, we can see that,
in the presence of selfish clients, with FairRFL, the standard
deviation of the accuracy is noticeably reduced for both datasets
compared to the results with RFL-Self. An interesting point
is that the level of selfishness has a negligible impact on the
model when FairRFL is employed, confirming its effectiveness.

D. Performance Comparison of Different Approaches

We also compare the performance of different approaches
in the presence of a single selfish client with ϕ = 0.7. We
choose these values of ϕ with the help of parts (b) and (d)
of Fig. 8, where at ϕ = 0.7, with multiple selfish clients,
the model is greatly perturbed, and a single selfish client can
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Fig. 12. Accuracy of the global model for different values of ϕ with 15 selfish clients on the local dataset for the CIFAR-10 dataset.
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Fig. 13. Accuracy of the global model for different values of ϕ with 15 selfish clients on the local dataset for the WISDM-W dataset.

TABLE III
PERFORMANCE COMPARISON OF DIFFERENT APPROACHES FOR AN FL SETUP WITH THE VARYING NUMBER OF SELFISH CLIENTS AND ϕ = 0.7.

Approaches 0% Selfish clients 10% Selfish clients 20% Selfish clients 30% Selfish clients
ACC n ACC s STD ACC n ACC s STD ACC n ACC s STD ACC n ACC s STD

W
IS

D
M

-W

FedAvg 62.10 - 16.95 46.22 70.20 18.73 44.93 71.17 18.36 43.00 73.40 20.57
q-FFL 62.30 - 16.74 45.02 57.20 17.81 18.93 19.00 18.36 18.92 19.13 16.36

Dq-FFL 62.30 - 16.68 46.62 69.00 17.56 45.93 68.30 18.36 48.20 75.27 17.42
Median 53.52 - 17.08 43.07 55.60 17.10 37.33 51.80 16.98 37.74 43.67 16.92
FedMut 60.92 - 16.55 37.93 48.00 16.36 32.76 31.00 18.36 22.36 27.13 16.36
FedCDA 63.56 - 17.40 47.79 71.60 18.38 46.02 63.90 18.47 38.60 57.87 20.43
RFL-Self 62.10 - 16.95 61.13 63.20 17.06 58.92 59.90 17.38 58.14 61.80 17.40

q-FFL+RFL-Self 62.30 - 16.74 61.07 63.00 16.88 59.40 60.40 17.52 58.17 60.33 17.19
FairRFL 61.33 - 16.64 61.31 63.20 16.22 59.60 60.80 15.71 60.91 68.27 15.57

C
IF

A
R

-1
0

FedAvg 61.14 - 6.89 57.47 34.60 15.85 42.85 60.90 19.34 43.60 49.97 18.99
q-FFL 60.44 - 6.70 51.49 74.60 17.83 56.58 63.40 9.55 59.23 62.93 8.54

Dq-FFL 60.36 - 6.61 53.93 73.40 16.19 55.92 63.80 10.91 54.37 57.73 11.33
Median 56.18 - 7.07 53.91 52.40 6.91 52.00 53.80 7.38 50.29 52.13 6.96
FedMut 57.20 - 7.41 55.49 61.00 8.18 51.15 57.10 7.57 39.83 39.60 15.39
FedCDA 58.28 - 10.10 41.69 56.60 21.45 40.98 51.40 18.49 37.49 41.93 17.19
RFL-Self 59.64 - 7.42 59.19 54.40 7.24 59.12 60.00 6.70 58.11 59.67 6.86

q-FFL+RFL-Self 59.22 - 7.05 59.71 54.00 6.81 59.02 59.50 6.68 57.97 59.33 7.75
FairRFL 59.64 - 6.73 59.72 53.20 6.67 59.58 60.30 6.62 59.20 60.40 6.52

ACC n: Average accuracy of normal clients, ACC s: Average accuracy of selfish clients, STD: Standard deviation of the accuracy of all clients.
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Fig. 14. Performance of the global model on the two datasets under the
different approaches for an FL setup with one selfish client and ϕ = 0.7.

achieve a significant accuracy gain. The results are reported in
Fig 14. We report the average accuracy of the global model
on the local test dataset of normal and selfish clients, as well
as the standard deviation of the accuracy of all the clients,
shown as error bars. On both datasets, neglecting mitigation
efforts leads to up to double the standard deviation in accuracy
and a notable disparity between the accuracy of normal and
selfish clients. We also compare FairRFL with two additional

state-of-the-art algorithms: FedMut [31], which sends carefully
mutated versions of the global model to clients to limit the
impact of heterogeneity (which is the underlying motivation for
selfish behavior); and FedCDA [30], which employs a buffer
of historical updates to mitigate the divergence between the
current local updates and the overall global objective (which
is the mechanism exploited by selfish clients). As also seen by
the results, varying label skew, reducing the heterogeneity as
done by FedMut, has a limited effect, comparable to FedAvg.
FedCDA, by still including selfish updates in the aggregation,
ends up interfering with the Γ estimation, leading to stronger
selfish updates and a worse outcome for normal clients. These
results confirm the need for a bespoke solution to the selfish
client problem that can recover useful information from their
updates, since simple mitigation of the underlying mechanisms
exploited by selfish clients is not sufficient.

Lastly, we examine how the effectiveness of the evaluated
strategies varies as the proportion of selfish clients increases,
keeping ϕ constant at 0.7. From the results in Table III, it is
evident that, with the notable exception of the underperforming
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median, most approaches achieve comparable accuracy when no
selfish clients are present. However, the accuracy can get as low
as 18.93% if no mitigation strategy is employed. Additionally,
the standard deviation of the accuracy experienced by the
clients reaches up to 20.57 for the FedAvg algorithm. Excluding
FedAvg, in the presence of selfish clients, FedCDA experiences
the highest increase in the standard deviation of the accuracy
of normal clients.

RFL-Self ensures a balance between the accuracy of normal
and selfish clients while preserving the overall system perfor-
mance, regardless of the proportion of selfish clients. By itself,
however, RFL-Self cannot tackle the fairness requirements.
Naively combining RFL-Self with q-FFL does not achieve
the desired fairness either. Indeed, in some occurrences, this
combination experiences a standard deviation of accuracy up
to 13% larger than that experienced by RFL-Self alone. The
FairRFL-Self, instead, can effectively reduce the unfairness
in the system, while maintaining a comparable accuracy to
that of RFL-Self for both normal and selfish clients. Indeed,
FairRFL outperformed on the CIFAR-10 dataset only in the
absence of selfish clients, and the best-performing strategy in
this case is Dq-FFL. On the WISDM-W dataset, in the 0%
selfish clients setting FairRFL is outperformed by FedMut,
albeit by a negligible difference of 0.09.
E. Ablation study on non-persistent selfish clients

Finally, we investigate the performance of the considered
strategies when the selfish clients are not persistent, i.e, when
not all rounds are equally affected by selfish behavior. The aim
of this analysis is three-fold: first, to assess the effectiveness
of the proposed strategies when, to try to evade detection, the
selfish clients are active only for a fraction of the FL rounds,
and they behave normally for the remaining rounds; second,
to understand if a selfish client that is not always selected
for participation in the FL rounds can still have a significant
impact on the global model; third, to assess whether the impact
of selfish clients is more pronounced at specific stages of the
FL process. We consider the same setup as in the previous
section, with 50 clients and ϕ = 0.7. We vary the percentage
of FL rounds in which the selfish clients are active from 0%,
where the selfish behavior is never active, to 100%.

From parts (b) and (d) of Fig. 15, we can see that the non-
persistent selfish clients can still cause a significant accuracy
reduction for the normal clients and a high standard deviation of
the accuracy if left unmitigated. Moreover, they are successful
in their attempt at achieving a higher accuracy than the normal
clients. On the other hand, as shown in parts (a) and (c), the
FairRFL approach can effectively mitigate the selfish clients,
even when they are not persistent, maintaining almost the same
accuracy for both classes of clients and a similar standard
deviation irrespective of the percentage of FL rounds influenced
by selfish clients.

Additionally, we investigate the impact of a selfish client
restricting its selfish behavior to various stages of the FL
process. We consider the same setup as in the previous section,
with 50 clients and ϕ = 0.7, and report the results in Fig. 16.
We observe that the impact of the selfish clients has mostly
appeared in the late stages of the FL process, where the model is
already close to convergence. This is likely because the selfish
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Fig. 15. Impact of non-persistent selfish clients and effect of FairRFL on the
CIFAR-10 and WISDM-W datasets.

clients can exploit the model’s proximity to convergence to
better estimate the global updates and thus craft better updates.
In all these instances, RFL-Self can effectively mitigate the
selfish clients, ensuring stable performance.
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Fig. 16. Impact of selfishness at different stages of the FL process on the two
datasets. “Start refers to rounds 1-10, “Middle” to rounds 11-20, and “End”
to rounds 21-30.

Finally, Fig. 17 shows that, without proper mitigation, a
selfish client can manifest a significant negative impact even
if it is not selected for most of the FL rounds.

VII. CONCLUSION

With the introduction of a novel notion of selfish clients who
can deviate the overall FL training in their favor, we proposed
FairRFL that incorporates: RFL-Self, a robust aggregation
method to counteract the effects of selfish clients, and Dq-FFL,
a fairness mechanism to ensure balanced performance across
all clients. Through comprehensive analysis, we demonstrated
that selfish clients could significantly disrupt the training
process, potentially preventing convergence. In addition to the
comprehensive theoretical analysis, we performed extensive
experiments on two benchmark datasets across different levels
of selfishness. The results demonstrated that FairRFL effectively
mitigates selfish behavior without compromising the accuracy
for normal clients, outperforming other standard approaches.
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This work opens up further research directions for investigating
the collusion among selfish clients and their impact on
performance disparities.
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