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Today, malware detection represents one of the most critical cybersecurity challenges due to the rapid evo-
lution of threats. One of the most promising approach is the adoption of machine learning (ML) detection
methods, nevertheless, their design is not trivial due to the scarcity of up-to-date labeled data. In order to keep
up with emerging malware variants, ML-based detection systems must be frequently updated and retrained
using recent samples. However, the manual process of feature engineering and expert labeling and analysis is
time-consuming and costly, making it impractical for frequent updates. This work presents TrustBoot, a semi-
supervised framework for detecting malicious software, that exploits the exact knowledge only about a small
set of trusted applications, and is capable of processing a larger set of unlabeling applications. To achieve this
goal, TrustBoot adopts a visual encoding of binary executable, that eases the detection of anomalies, which
are related to the presence of malware. Experiments on large Android malware datasets demonstrate that
the proposed pipeline achieves competitive detection performance, matching or exceeding fully supervised
approaches while substantially reducing the need for manual intervention for the dataset curation and over-
coming the reliance on labeled malicious data.

1 Introduction

The rapid and pervasive adoption of connected de-
vices, cloud services and mobile platforms are the
backbone of modern digital life. However, this digital
transformation has also dramatically increased the at-
tack surface available to malicious actors, leading to a
surge in malware threats targeting the confidentiality,
integrity, and availability of systems and data (Ansari
et al., 2024). These emerging threats cause a continue
arms race between attackers and defenders, with mal-
ware authors constantly evolving in sophistication, al-
tering their techniques to evade detection and compro-
mise systems in novel ways (Tang et al., 2023).
Machine learning has emerged as a powerful tool
for malware detection, showing promise in identify-
ing patters that might indicate malicious behavior, and
becoming a key component in modern cybersecurity
research (Arp et al., 2022). Nevertheless, in real-
world scenarios, machine learning-based malware de-
tection approaches often fall short of their potential.
This discrepancy arises both from flaws in the exper-
imental methodology (Arp et al., 2022; Pendlebury
et al., 2019) and from practical constraints in oper-
ational settings. One of the main challenges is the

rapid obsolescence of learned models (Agate et al.,
2025). Malware authors continuously adapt their
techniques to evade detection, leading to concept drift
that degrades the performance of static models over
time (Augello et al., 2025c). In order to contrast this
phenomenon, models must be frequently retrained on
fresh data reflecting the current threat landscape.

The scarcity of high-quality labeled data signifi-
cantly hampers the effectiveness of the retraining pro-
cess. While large volumes of telemetry can be col-
lected from endpoints and networks, and app stores
can be easily scraped to collect new data, obtaining
accurate labels for these samples is challenging and
cost-intensive (Augello et al., 2025b). For this rea-
son, recent research has focused on reducing the re-
liance on manual labels by leveraging unsupervised
learning techniques that can exploit large unlabeled
datasets to learn robust representations and detect
anomalies (Agate et al., 2022; De Paola et al., 2024;
Augello et al., 2024; Agate et al., 2024).

The core assumption of these approaches is that
malicious samples exhibit anomalous patterns com-
pared to the majority of benign software, allow-
ing models trained on benign data to identify out-
liers that may correspond to malware. Typically,



this is achieved by training autoencoder architec-
tures to reconstruct benign inputs, with the intuition
that anomalous inputs will yield higher reconstruc-
tion errors (Augello et al., 2025a). Deep learning au-
toencoder architectures, however, are prone to over-
generalization, where the model learns to reconstruct
or classify even anomalous inputs well (Gong et al.,
2019). This phenomenon reduces the effectiveness of
anomaly-based detection, as the model fails to distin-
guish between benign and malicious samples.

This work introduces TrustBoot, a practical semi-
supervised framework that directly addresses the
over-generalization problem of autoencoder-based
anomaly detectors. TrustBoot is designed to mini-
mize the need for manual curation and labeling while
maintaining competitive detection performance. The
method is designed for scenarios where only a rela-
tively small set of verified benign samples is avail-
able and the remainder of collected binaries are unla-
beled and potentially contaminated by unknown mal-
ware. TrustBoot relies on a visual encoding of bina-
ries into RGB images, which captures spatially coher-
ent patterns in the byte sequences that are informa-
tive for malware detection (Freitas et al., 2022) and
have been shown to yield strong performance in ‘su-
pervised settings (Abdel-Basset et al., 2022). This
image-based representation removes the burden of
manual feature engineering, which is often a time-
consuming and expertise-intensive step with large im-
pact on model quality (Dambra et al., 2023), and al-
lows compact deep models to learn relevant features
directly from raw data in a context-agnostic manner.
Complementing this input representation, TrustBoot
adopts a semi-supervised learning regime that com-
bines reconstruction and contrastive objectives to en-
able semi-supervised inference on the larger set of un-
labeled binaries (Lindenbaum et al., 2024), improv-
ing the inductive detection capabilities of the model.
By using reconstruction errors to surface candidate
anomalies and contrastive shaping to structure the la-
tent space, TrustBoot iteratively refines its representa-
tions on unlabeled data and improves discrimination
between benign and malicious samples.

This work makes the following main contribu-
tions:

* A practical semi-supervised framework (Trust-
Boot) that bootstraps trust from a small curated
benign core and a large set of unlabeled applica-
tions to detect malware.

* TrustBoot eliminates manual feature engineering
thanks to its image-based representation that al-
lows compact convolutional models to learn rele-
vant features directly from raw data.

* An iterative pseudo-labeling scheme based on

latent-space similarity to conservatively expand
labeled data and fine-tune the model with mini-
mal benign labels, combating over generalization
and improving detection performance.

* Comprehensive empirical validation on large
APK image datasets (MalNet-Image (Freitas
et al., 2022)) with sensitivity and ablation stud-
ies showing substantial performance gains com-
pared to baseline autoencoder anomaly detection,
and competitive results compared to fully super-
vised state-of-the-art approaches.

The remainder of the paper is organized as fol-
lows. Section 2 discusses related works, section 3 il-
lustrates the TrustBoot system, section 4 presents the
experimental evaluation, and section 5 concludes the

paper.

2 Related works

The field of cybersecurity is perpetually challenged
by the rapid emergence of novel and zero-day threats,
which quickly evade established defense mecha-
nisms (Camarda et al., 2025). While traditional
signature-based methods are efficient for known
threats, they are brittle against sophisticated polymor-
phic and metamorphic variants. Dynamic analysis,
which monitors runtime behaviors, offers greater re-
silience but suffers from high computational overhead
and crucial vulnerability to strategic evasion by sam-
ples designed to bypass virtualized environments or
sandboxes. These inherent drawbacks have driven the
community toward machine learning and deep learn-
ing methods capable of learning abstract, generalized
patterns from static inputs (Dambra et al., 2023).

A noteworthy development in achieving scalable
static analysis with minimal feature engineering is the
representation of binary executables as images. Early
seminal work demonstrated that mapping raw byte
streams to grayscale images yields representations
suitable for convolutional networks (Nataraj et al.,
2011). This technique is strategically valuable be-
cause it removes the burden of manual feature engi-
neering, an expertise-intensive step that often dictates
final model quality. The image representation allows
compact deep models, typically Convolutional Neu-
ral Networks (CNNs), to learn relevant features di-
rectly from the raw data in a context-agnostic manner.
Subsequent research further validated that distinct vi-
sual features correlate directly with underlying code
sections, structural artifacts, and obfuscation strate-
gies (Li et al., 2024; Zhu et al., 2021).

Despite the effectiveness of deep learning on vi-
sual features, a critical logistical impediment re-



mains: the economic and operational constraints asso-
ciated with obtaining and maintaining high-quality la-
beled data necessary to combat model aging (Augello
et al., 2025b). In other cybersecurity contexts, such
as intrusion detection, the scarcity of labeled data
has spurred significant interest in unsupervised and
self-supervised learning techniques (Verkerken et al.,
2022); in malware detection, however, the major-
ity of works still rely on fully supervised learning
paradigms, and the exploration of unsupervised ap-
proaches remains largely unexplored. This limited
adoption can be traced to the fact that the assump-
tion that malicious samples are rare, clearly anoma-
lous outliers is more applicable to intrusion-detection
telemetry than to static malware artifacts: it is much
harder to collect large datasets of software with ab-
solute certainty about their benign/malicious status.
Such limitation is one of the main drivers behind this
work.

Autoencoders (AEs) are a common choice for
anomaly detection in high-dimensional domains
where classic methods (e.g., isolation forests or One-
Class SVMs) perform poorly (Hojjati et al., 2024).
The usual approach is to flag inputs with unusually
large reconstruction error as anomalies, but deep AEs
are powerful function approximators that can “over-
generalize” and reconstruct out-of-distribution inputs
well, undermining reconstruction error as a reliable
anomaly score (Gong et al., 2019). Prior works have
addressed this with architectural or regularization
strategies; e.g., memory-augmented decoders that re-
strict reconstructions to prototypical patterns (Gong
et al., 2019), and adversarial or negative-sampling
schemes that explicitly discourage reconstruction of
anomalous instances (Qiu et al., 2022). While these
methods mitigate the issue to some extent, they ei-
ther impose strict architectural constraints or rely on
access to known anomalous examples; consequently,
they do not fully solve the problem in largely unla-
beled settings with unknown anomaly distributions.

Few works actively leverage anomalous data to di-
rectly counteract over-generalization (Wu, 2023), and
mostly do so as a side-effect of having to handle con-
taminated training data (Qiu et al., 2022). Despite
these architectural mitigations, the core challenge of
reconstruction-based scoring persists, prompting a
shift in research focus toward methods that actively
shape the latent space to improve separability, moving
beyond passive reconstruction. Contrastive learning
achieves separation by maximizing the similarity be-
tween representations of augmented “positive pairs”
while pushing away “negative pairs”, this improved
separation in latent space can enhance anomaly de-
tection by mapping normal data into compact clusters,

making outliers easier to identify, provided that mean-
ingful positive and negative pairs can be formed (Ho-
jjati et al., 2024). A critical challenge in applying
this to binary visualization is that standard image
augmentations destroy the sequential byte informa-
tion encoded in the image structure. Consequently,
techniques must be adapted to form meaningful pos-
itive pairs that enforce robust intraclass compactness
and stabilize the latent space for subsequent distance-
based anomaly separation.

Collectively, the literature confirms a critical, un-
resolved gap: while Autoencoders provide the nec-
essary unsupervised foundation, their reliance solely
on minimizing the reconstruction loss leads to failure
via over-generalization (Gong et al., 2019). Existing
mitigation techniques are primarily passive, focusing
on architectural constraints or regularization, which
are insufficient to fully address the problem. The
core shortfall is the objective function’s insufficiency
when applied in isolation; specifically, the lack of an
explicit mechanism to penalize the successful recon-
struction of anomalous candidates. This limitation
stems by an open-world assumption where anomalies
are not known a priori, making it impossible to di-
rectly optimize for their reconstruction failure during
training, and the rare availability of labeled anomalies
for supervised learning.

TrustBoot directly addresses this by integrating a
targeted, adversarial objective derived from the con-
trastive concepts discussed above. This approach is
possible because in the cybersecurity domain, it is
feasible to collect large datasets of unlabeled appli-
cations that reflect the current application landscape,
including a significant fraction of anomalies. This
allows to actively shape the latent manifold to en-
sure discriminative feature learning, fundamentally
beyond the limitations of purely reconstruction-based
anomaly scoring.

3 TrustBoot framework

This section presents the TrustBoot architecture and
training strategy. The main training pipeline is sum-
marized by Figure 1. After collecting a large unla-
beled set of applications, e.g., by crawling app stores,
a core set of applications trusted to be benign is cu-
rated (for example, known-good system binaries, or
software from vetted developers).

TrustBoot leverages a semi-supervised training
procedure with three main steps to learn effective rep-
resentations from the trusted benign set and the re-
maining unlabeled dataset, which then enables accu-
rate inductive malware detection on unseen samples.



Step 0: Data collection and trusted set curation

Step 1: Pretraining on trusted benigns
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Figure 1: The TrustBoot training pipeline. After an initial scraping of unlabeled applications, a trusted benign set B is curated.
The model is pretrained on B via reconstruction loss. High-error anomalies 4 are selected and used to refine the model via
contrastive learning and reconstruction-loss maximization. Finally, high-confidence pseudo-labels produce pseudo-labeled
positives P and negatives Al based on latent-space proximity to B, and the model is fine-tuned for improved discrimination.

The trusted core set is used to pretrain a compact
convolutional autoencoder. The pretrained model is
then applied to the unlabeled set to identify candi-
date anomalies based on reconstruction error. These
anomalies are used to prevent over-generalization of
the autoencoder during iterative refinement steps. Fi-
nally, high-confidence pseudo-labels are assigned to a
subset of candidates based on latent-space proximity
to the trusted benign set. The pseudo-labeled samples
are then used to fine-tune the model for improved dis-
crimination capabilities.

3.1 Model architecture

The model 0 contains three main components: an en-
coder E, a decoder D, and a projection head P. The
model ingests the binary executables under the form
of RGB images. The executable is read as a byte
stream, and each byte is mapped sequentially to a
pixel value (0-255). The bytes pertaining to header
information, identifiers and class definitions, and data
are mapped to different channels, adding semantic in-
formation to the image. All images are then resized to
512x512 pixels. This representation was shown to be
effective for classification tasks (Freitas et al., 2022).

B-0-%

Encoder £

Projection head P

Decoder D

Figure 2: Neural architecture of the convolutional autoen-
coder with projection head. The encoder E compresses the
input image to a latent tensor, which is then projected to a
low-dimensional vector by the projection head P. The latent
tensor is also fed to the decoder D to reconstruct the input
image.

The core model is a convolutional autoencoder,
shown in Figure 2, with a projection head for con-
trastive learning. The encoder E stacks two convolu-
tional blocks (16 and 32 filters) with Rectified Linear
Unit (ReLU) activations and max-pooling, producing
a compact latent tensor. A projection head P maps
the flattened latent tensor to a low-dimensional L2-
normalized vector for contrastive loss computation.
The decoder D reconstructs the input image via up-



sampling and convolution, producing a reconstructed
RGB image. The network is intentionally compact
to avoid overly-capable decoders that would trivially
reconstruct anomalous inputs.

3.2 TrustBoot training pipeline

TrustBoot aims to learn an effective anomaly detec-
tion model ® = (E,D,P) from a largely unlabeled
dataset D = {x;}Y,, where each x; is an image-
encoded binary executable. The training goal for 0 is
to minimize the reconstruction Mean Squared Error
(MSE) on benign samples (ground truth label y = 0)
while maximizing it on anomalous/malicious samples
(ground truth label y = 1), thereby enabling effective
anomaly-based malware detection. This training ob-
jective is formalized in equation (1):

6" = argminEyp s [[[x = D(E())2] — Esnmpyet [Ix = DEW)3]
)
Crucially, the collected applications must be re-
cent and representative of the current application
landscape to ensure that the model learns relevant pat-
terns for the current threat environment. The dataset
D is obtained by scraping recent applications from
app stores or repositories in a fully automated manner
and is assumed to reflect the current application land-
scape. The benign/malicious prevalence is unknown
a priori and no manual labeling is performed dur-
ing collection; thus, ground truth labels {yy, ... ,y|@|}
for the samples D are not available. The mali-
cious/benign ratio is assumed to correspond to the ac-
tual prevalence of malware in the wild; i.e., no sam-
pling bias is introduced during data collection.
A small, curated trusted benign subset of the data
B C {xi€ U:y; =0} C D is assumed to be avail-
able after D has been collected, for instance by vet-
ting known-good system binaries or applications from
trusted developers. The core set B is assumed to be
sampled from the same distribution as the remainder
of the benign samples in U. The remaining samples
constitute the unlabeled set U = D\ B, which may
contain both benign and malicious examples.

Step 1: Pretraining on trusted benigns. Initially,
only the trusted benign set B is used to train 6. For
each sample x in B, the encoder-decoder pair (E,D)
attempts to reconstruct the input image by minimizing
Lrecon, Which is the first term in Eq. (1):

Lrecon(x) = ||x—D(E(x))||% 2

This training step corresponds to commonly-used
autoencoder-based anomaly detection techniques.
However, it has been shown that only minimizing the

reconstruction error on the negative class can can lead
to over-generalization (Gong et al., 2019) The model
0 may learn to reconstruct inputs outside the training
distribution well, limiting its usefulness for anomaly
detection. This hypothesis has been verified empiri-
cally in the experimental evaluation (see Section 4),
where this pretraining step alone yields suboptimal
detection performance. Thus, TrustBoot adds addi-
tional semi-supervised steps to the training procedure
to mitigate this issue. By assigning labels to the unla-
beled set U, the objective in Eq. (1) can be approxi-
mated and explicitly optimized.

Step 2: Anomaly selection and contrastive train-
ing. The autoencoder is applied to the unlabeled set
U to compute reconstruction errors on the unlabeled
samples, which so far have not been used for train-
ing. High-error samples are selected as anomaly can-
didates 4 C U. A percentile-based thresholding strat-
egy is used to select the top-p percentile of samples
by reconstruction error. For the anomalous samples,
Eq. (2) is maximized rather than minimized, discour-
aging the autoencoder from reconstructing these in-
puts well.

Additionally, the projection head P is trained to
learn a compact latent space via contrastive learn-
ing by minimizing a normalized cross-entropy (NT-
Xent (Chen et al., 2020)) loss. Given a minibatch
that contains N paired examples we treat each pair as
two separate “views”, resulting in 2N samples in the
batch. Let z; = P(E(x;)) denote the low-dimensional
projection produced by the projection head for view i.
A “positive pair” (i,)) is a pair of views that have to be
closer together in the projected space (in this work
positives are formed from trusted benign samples),
while negative views in the batch should be pushed
away from z; in the projected space. The loss for a
positive pair (i,j) is then:

log exp(sim(P(E(x;)), P(E(x;)))/7)
Zigl 1["#"] exp(sim(P(E(xi)),P(E(xk»)/T)

Leontrast (X,',Xj) = -

where sim(a,b) = a'b/(||a|| ||p||) is the cosine simi-
larity and T a temperature parameter. The total con-
trastive loss is the average of Lconrast OVer all positive
pairs in the batch.

Notably, classical image data augmentations (ro-
tations, cropping, flipping) cannot be used to produce
positive pairs because the spatial layout of the en-
coded binary is semantically meaningful: transforma-
tions that are benign for natural images can destroy
the sequenced byte information encoded in these im-
ages and introduce artifacts that hurt training. Thus,
positive pairs (x;,x;) are formed by sampling two dif-
ferent trusted benign samples from ‘B, while nega-



tive pairs are formed by sampling one sample from
B and one from the anomalies 4. The aim of the con-
trastive term is to cluster benign samples together in
latent space while pushing apart anomalies, improv-
ing the discriminative power of the learned represen-
tation. Forming a positive pair by sampling two dis-
tinct trusted benign examples from B forces the pro-
jection head to pull benign representations closer to-
gether in the projected latent space. The contrastive
term therefore enforces intraclass compactness for
the benign class while negatives (pairs that include
anomaly candidates) are pushed away. Creating a
tight benign manifold is necessary for later stages:
it reduces benign intra-class variance, makes outliers
easier to separate based on distance/similarity, and
stabilizes the pseudo-labeling step by producing more
reliable confidence scores.

The full training objective in this step combines
the reconstruction and contrastive losses:

0" =arg m.jnIExw'B[Lrecon ()] = Evea[Lrecon (6)] + E . x;)~m0a [ Loontrast (¥7,%)]
“4)
The set of anomalies 4 is updated at each iteration by
re-evaluating reconstruction errors on the unlabeled
set U.

Resampling A4 at each iteration allows the model
to progressively refine its notion of anomalies as it
learns better representations. Given that the initial au-
toencoder may have limited discriminative power, not
all high-reconstruction-error samples are guaranteed
to be true anomalies. Instead, by iteratively updating
A4, truly anomalous samples are more likely to per-
sist in the candidate set, while false positives may be
filtered/swapped out as the model improves.

Step 3: Pseudo-labeling and fine-tuning. In the
final phase, the unlabeled set goes through a hard
negative and positive mining step to produce pseudo-
labeled negatives A’ and positives 2. In order to do
so, the entire unlabeled set is encoded in the latent
space via P(E(-)). For each sample in U, a confi-
dence score is computed based on the average cosine
similarity between its latent projection and reference
benign projections drawn from B:
P(E(x;))"P(E(x;
confidence(x;) = X;ﬁ sim(P(E(xj)),P(E(x;))) = A;(B HP((E((xI/))))H HP((E((X’))))H

&)

Samples are split into pseudo-labeled posi-
tives/malware P C U and pseudo-labeled nega-
tives/goodware A C U based on their similarity to
the trusted benign set.

A three-component GMM is used to partition
the confidence scores into three regions: a low-
similarity component (pseudo-labeled positives P), a
high-similarity component (pseudo-labeled negatives

A), and an intermediate/uncertain component. The
intermediate group is explicitly discarded to reduce
label noise: samples with borderline confidences are
more likely to be mislabeled, and excluding them pre-
serves high precision of the pseudo-labels used for
fine-tuning. A simple two-component model is insuf-
ficient because the empirical confidence distribution
is often multimodal and exhibits nontrivial overlap
between benign-like and malware-like scores; forcing
a hard bipartition would push many ambiguous sam-
ples into noisy labels and harm downstream learning.
After pseudo-labeling, the newly formed sets P
and A/ are used to augment the trusted benign set
B. The model explicitly optimizes for the objective
in Eq. (1), using the augmented negative set B U A
as the negative class and the pseudo-labeled positive
set P as the positive class. Optimizing Eq. (6) fur-
ther refines the model’s discriminative capabilities by
leveraging the pseudo-labeled data to directly enforce
low reconstruction etror on benign-like samples and
high reconstruction error on malware-like samples:

0" = arg mgnEx~fBu9\[[Lrecon ()] = Exp[ Lrecon (x)]
(6)
The full training pipeline is summarized in Algo-
rithm 1.

Limitations TrustBoot relies on the availability of
a trusted benign set B. A malicious contamination of
B, e.g., by an Advanced Persistence Threat actor infil-
trating and/or compromising the vetting stage, could
have catastrophic effects on the downstream effective-
ness of TrustBoot, as verified in Section 4.2. Addi-
tionally, this work assumes that the unlabeled set U is
an i.i.d. sample from the current application distribu-
tion, and no adversarial attempts to poison or manip-
ulate the data collection process are considered. Fi-
nally, TrustBoot focuses on static analysis of image-
encoded binaries; while this representation has been
shown to be effective for malware detection, it may
miss dynamic behaviors that are only observable at
runtime.

4 Experimental evaluation

TrustBoot is evaluated using large-scale APK image
datasets MalNet-Image (Freitas et al., 2022), con-
taining 1262024 samples across 696 families. All
experiments reported here were implemented in Py-
Torch (Paszke et al., 2019) and executed on a single
node with an NVIDIA RTX 3050 GPU. For repro-
ducibility, the main hyperparameters used are listed
in Table 1. The number of training epochs for each



Data: Dataset D; trusted benign set B C D;
unlabeled set U = D\ B; epochs for
the various phases 71, 1>, and 73;
learning rate m; percentile p for
anomaly selection

Result: Trained model 6

Initialize model 6 = (E, D, P);
extbfStep 1: Pretraining on trusted benigns;
fort < 1to 7T do
‘ 0«6 _T]VGEx~'B[chcon(x)];
end

extbfStep 2: Anomaly selection and
contrastive training;
scores < {||x—D(E(x))||3 : x € U};
threshold + percentile(scores, 100 — p);
A {x; € Ut|lx; = D(E(x;)]3 =
threshold};
fort < 1to 7> do
0+ 06-mVy (Ex~£73[£frecon (x)] -
Evwa [Lrecon ()C)] +
E(xi,xj)~ﬂzu,q [Lcontrast (-xivxj)]) N
end

extbfStep 3: Pseudo-labeling and fine-tuning;
confidences ¢
{Exensim(P(E(x))), P(E(x))) : xj € U}
Fit GMM to confidences;
P < {)Cj eU:
x;j in low-similarity GMM component};
N +—{xjedU:
x;j in high-similarity GMM component};
fort <+ 1to 75 do
0 < 0 —MVo (EyLsun[Liecon (¥)] —
Eyvp [Lrecon (X)D 5
end
Algorithm 1: TrustBoot training pipeline

phase (7, T, T3) were selected based on convergence
of the training loss.

Parameter Value
Optimizer Adam, Ir=1e-3
Batch size 16

p (anomaly selection percentile) 30%

T 50

T 50

T; 20

Table 1: Selected hyperparameters used for experiments.

Standard binary-detection metrics are reported:
AUROC and F1-Score. Ablation studies are also per-
formed to quantify the role of each step in the Trust-

Boot pipeline. Finally, a sensitivity analysis is con-
ducted to study the impact of key parameters (neg-
ative sampling ratio, selection percentile, confidence
threshold, number of benign reference vectors) on de-
tection performance.

4.1 TrustBoot performance

The TrustBoot pipeline achieves a strong improve-
ment over baseline error-based anomaly detection
through its multiple stages. Figure 3 shows the ROC
curves for the model at the end of each major step in
the pipeline.
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Figure 3: ROC curves at the end of each major step in the
TrustBoot training pipeline. The initial autoencoder is al-
most equivalent to a random classifier (AUROC = 0.55).
The addition of contrastive learning and anomaly selection
improves performance (AUROC =~ 0.73), while the final
pseudo-labeling and fine-tuning step yields strong discrim-
ination (AUROC = 0.91).

The traditional autoencoder-based anomaly detec-
tion on the trusted set B (Step 1) yields limited perfor-
mance (AUROC = 0.55, almost on par with a random
classifier) due to over-generalization, as the model
reconstructs many anomalous inputs well, in accor-
dance with the initial hypothesis. The addition of the
contrastive loss and iterative refinement with explicit
reconstruction loss maximization for anomalous sam-
ples A4 (Step 2) reduces the over-generalization of the
model, yielding a notable improvement in its discrim-
inative capabilities (AUROC ~ 0.73). Nevertheless,
the model at step 2 is still unsuitable for practical
deployment given the unacceptably high false posi-
tive rates required to achieve reasonable true positive
rates. Finally, the pseudo-labeling and fine-tuning



step with the samples in P and A (Step 3) enables
the model to achieve strong discriminative capabili-
ties between malicious and benign software (AUROC
=~ 0.91), confirming the effectiveness of the proposed
pipeline.

Table 2 compares TrustBoot against selected re-
cent literature frameworks for binary malware detec-
tion on the same dataset. It is worth noting that
the competing methods are either fully supervised or,
even when self-supervised, require both negative and
costlier positive labels for training, while TrustBoot
only needs a small trusted benign set and can lever-
age large unlabeled datasets without any malicious
labels. Despite the significantly reduced labeling re-
quirements, TrustBoot matches or exceeds the perfor-
mance of these baselines, achieving an F1-Score of
0.883. The only baseline that outperforms TrustBoot
is DTMIC (Kumar and Janet, 2022), which uses trans-
fer learning from large image datasets to learn high-
level features, followed by supervised fine-tuning on
labeled malware samples; however, this approach re-
quires a fully-labeled malware set for fine-tuning,
while TrustBoot only needs a small trusted benign set
and can leverage unlabeled data.

4.2 Sensitivity analysis

Machine learning systems for malware detection of-
ten report inflated performance compared to real-
world deployment scenarios due to unrealistic as-
sumptions in dataset construction and evaluation pro-
tocols. In particular, in realistic scenarios malware is
often rare compared to benign software, while many
academic datasets assume balanced classes or unreal-
istically high malware prevalence (Pendlebury et al.,
2019). To assess the robustness of TrustBoot to vary-
ing malware prevalence, a sensitivity analysis is con-
ducted by varying the fraction of malware in the unla-
beled dataset U from 5% to 50%, with a grater granu-
larity in the 10%-20% range, which are reasonable es-
timates for the Android ecosystem (Pendlebury et al.,
2019). Additionally, the impact of the ratio of positive
and negative pairs used in the contrastive loss during
Step 2 is studied by varying it from 0.1 to 0.9. The
results are summarized in the heatmaps of Figure 4,
which report AUROC and F1-Score for different mal-
ware fractions and negative sampling ratios.

The analysis shows the model benefits from a rel-
atively high negative sampling ratio in the contrastive
term (0.7-0.9). This is not surprising, as the main aim
of the constrastive training regime is to clearly sep-
arate malware from benigns in latent space, and in-
creasing the similarity between random benigns is not
as helpful as pushing apart anomalies.
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Figure 4: Heatmaps showing AUROC (left) and F1 (right)
for varying malware fraction and negative ratio. Increasing
the negative ratio generally improves performance, while
the model achieves the strongest performance with realistic
malware fractions (10-20%).

An interesting finding is that TrustBoot achieves
the strongest performance when the malware fraction
in the unlabeled dataset is between 10% and 20%,
which is the most reslistic setting. At higher malware
fractions (30-50%), performance degrades slightly,
likely due to the increased risk of contamination in the
pseudo-labeled negatives Al. In the remainder of the
experiments, a malware fraction of 10% and a nega-
tive ratio of 0.9 are used as default settings.

Another important practical consideration is the
size of the trusted benign set B. Larger trusted sets
are expected to yield better performance, as they pro-
vide more representative benign references for both
pretraining and pseudo-labeling. On the other hand,
curating a large trusted benign set can be costly and
time-consuming, and defeats the purpose of reducing



Model Supervision F1-Score
ResNet18 (Seneviratne et al., 2022) Supervised 0.862
ResNet50 (Seneviratne et al., 2022) Supervised 0.854
MM-TIML (Sun et al., 2025) Supervised incremental learning 0.819
FED-MAL (Abdel-Basset et al., 2022)  Supervised 0.838
Malite-HRF (Anand et al., 2025) Supervised 0.841
DTMIC (Kumar and Janet, 2022) Transfer learning + supervised fine-tuning 0.894
SHERLOCK (Seneviratne et al., 2022)  Self-supervised pretraining + supervised fine-tuning 0.854
TrustBoot Semi-supervised (only negative labels) 0.883

Table 2: Comparison of TrustBoot against selected malware detection baselines for binary classification on the MalNet-Image
dataset. Despite requiring only few negative labels, TrustBoot achieves competitive performance compared to fully supervised

state-of-the-art methods.
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Figure 5: Impact of the number of available trusted benign
samples on AUROC and F1-Score. While a positive corre-
lation is observed, the model achieves competitive perfor-
mance even with several orders of magnitude fewer trusted
benigns.

labeling requirements. In order to study this trade-
off, the size of ‘B is varied spanning several orders of
magnitude, and the resulting AUROC and F1-Score
are reported in Figure 5. In accordance with intuition,
larger trusted benign sets yield better performance,
with a maximum gap of approximately 4 points in
AUROC and F1-Score between the smallest (5 sam-
ples) and largest (50000) trusted sets. While this is
not a negligible gap, it is worth noting that even with
very small core sets, TrustBoot is still competitive
with the baselines in Table 2. This behavior indicates
that TrustBoot can be rapidly deployed with minimal
labeling effort, maintaining most of its capabilities,
and provide protection on par with the state-of-the-art.
Meanwhile, as more trusted benigns are curated over
time, the model can be updated to further improve its
detection performance. This property is highly desir-
able in practical deployment scenarios, where rapid
time-to-deployment are critical to mitigate emerging
threats.

Finally, a crucial practical consideration is the ro-
bustness of TrustBoot to contamination in the trusted
benign set B. Given that the trusted benign set is
manually curated, there is always a risk of mistakenly
(or maliciously) including some malware samples in
B. In order to study the impact of such contami-
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Figure 6: Impact of contamination in the trusted benign set
on AUROC and F1-Score. The model gracefully degrades
under moderate contamination, but quickly becomes unre-
liable when the contamination grows too large.

nation, a sensitivity analysis is conducted by vary-
ing the fraction of contaminated benigns from 1% to
20%, and the resulting model perofrmance is reported
in Figure 6. As the contamination increases, the
performance metric steadily degrade, with the AU-
ROC dropping below 0.8 when more than 10% of the
trusted benigns are contaminated. This behavior is
expected, as contaminated benigns bias the learned
representations and introduce noise in the pseudo-
labeling step.

Remark: Based on the sensitivity analyses reported
above, prioritizing the assembly of a small, rigorously
vetted trusted benign set rather than a larger but poten-
tially contaminated collection seems advisable. Em-
pirically, a compact and highly curated reference set
(on the order of dozens of samples) provides more re-
liable priors for pretraining and pseudo-labeling, re-
duces the risk of representation bias introduced by
contaminated examples, and yields improved down-
stream detection performance for a given labeling ef-
fort.



4.3 Ablation study

In order to thoroughly assess the contribution of
each component in the TrustBoot pipeline, an abla-
tion study is conducted by selectively removing key
components and measuring the resulting performance
degradation. In particular, the following four config-
urations are evaluated and compared against the full
pipeline:

* Step 1 (Autoencoder only): only the MSE recon-
struction objective is used; no contrastive term is
included. This measures the discriminative power
of pure reconstruction errors without contrastive
shaping of the latent space.

* Steps 1 and 2 (Autoencoder + contrastive train-
ing): after the MSE minimization step, the model
is refined over several iterations where at each it-
eration the unlabeled samples with the highest re-
construction error are used to optimize Eq. (4). No
pseudo-labeling step is performed. This configu-
ration isolates the impact of iterative exposure to
strongly anomalous candidates without commit-
ting to potentially noisy labels.

» Steps 1 and 3 (No contrastive training): after
the MSE minimization step, the model is directly
fine-tuned using the samples pseudo-labeled sam-
ples. Instead of relying on the projection head,
pseudo-labels are assigned by fitting a three-
component GMM directly to the reconstruction
errors in a semi-supervised fashion. This con-
figuration quantifies the importance of the con-
trastive loss in shaping the latent space for effec-
tive pseudo-labeling:

e Steps 1, 2, and 3 (Random A4 selection):
the TrustBoot pipeline is altered to replace the
threshold-based selection of 4 with a random se-
lection -of unlabeled samples at each iteration.
Given that the model obtained after step 1 has
extremely weak discriminative power, it could be
hypothesized that random selection of candidates
would perform similarly to the percentile-based
selection. Instead, his configuration shows that,
even if Step 1 yields a model with extremely weak
discriminative power, it can still provide useful in-
formation to guide selection of informative sam-
ples for refinement.

The results of the ablation study are summarized in
Figure 7.

This ablation study shows that both the contrastive
loss and the pseudo-labeling loop contribute substan-
tially: removing either component degrades AUROC
by several points. Additionally, the large improve-
ments after pseudo-labeling depend strongly on con-

o AUROC BB F1-score
Il

Score

Step 1 Steps 1 and 2 Steps 1 and 3 Steps 1, 2,3  Steps 1, 2, 3
Autoencoder Autoencoder Autoencoder = Random A Full TrustBoot
and and
contrastive  pseudolabels

Figure 7: Contribution of the individual pipeline compo-
nents to final detection performance. The further refin-
ing steps and pseudo-labeling yield substantial gains over
the initial autoencoder-only baseline. Skipping the con-
trastive training step significantly degrades performance, as
does random selection of anomaly candidates rather than
percentile-based selection.

servative candidate selection and confidence-driven
acceptance: selecting a controlled ‘percentile and
requiring a high latent-space confidence minimizes
propagation of noisy labels. If, instead, 4 is selected
randomly at each iteration, the model fails to improve
meaningfully over the initial autoencoder baseline,
and indeed worsens compared to skipping the con-
trastive step altogether. This behavior confirms that
even a weak initial model can provide useful priors if
only high-confidence candidates are selected for re-
finement.

On top of the anomalous sample selection in the
second step, even the third step entails assuming some
risk of noisy labels due to the pseudo-labeling pro-
cess. In order to quantify the impact of this risk, an or-
acle ablation is performed where ground-truth labels
are used to select P and A instead of relying on the
pseudo-labeling through the Gaussian mixture model
on the projected latent space. This oracle ablation
quantifies the potential upper bound of performance
achievable if the pseudo-labeling step were perfectly
accurate (i.e., a fully supervised setting). The result of
this analysis is reported in Figure 8, which compares
the AUROC progression across the 20 training itera-
tions of Step 3 for the real pipeline vs the oracle-based
selection.

Both models start at 0.732 AUROC at iteration 0,
corresponding to the model obtained after Step 2. The
availability of 100% clean labels noticeably speeds up
convergence, giving a 11 point boost in AUROC after
the first iteration, and reaching 0.92 AUROC after 10
iterations. In the last 10 iterations, the performance
gain is marginal, with a 1-point increase, indicating
that the model has mostly converged. By contrast, in-
creasing the dataset size via pseudo-labeling increases
the AUROC by 7 points in the first iteration, indicat-
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Figure 8: AUROC progression across training iterations on
the pseudo-labeled set (Step 3) for the real pipeline vs an
oracle-based selection of P and Al using ground-truth la-
bels. The oracle-based selection yields a notable boost in
performance especially in early rounds, speeding up con-
vergence to a high AUROC.

ing that the larger dataset is greatly beneficial even if
some label noise is present. Afterwards, the perfor-
mance gain per iteration is smaller but steady, settling
just 2 points below the oracle baseline, indicating that
the model is able to gradually refine its representa-
tions and generalize effectively despite the presence
of some noisy labels. This analysis confirms that the
pseudo-labeling step is effective at improving detec-
tion performance and, even if some label noise is in-
evitable, the model can still learn useful discrimina-
tive patterns from the augmented dataset, converging
to a strong final performance.

5 Conclusions

This work presented TrustBoot, a novel semi-
supervised framework designed to overcome the criti-
cal limitations of labeled data scarcity and rapid threat
evolution in malware detection. By employing vi-
sual encodings of binary executables and bootstrap-
ping trust from a small, carefully vetted, trusted be-
nign set, TrustBoot established an effective anomaly-
based malware detection pipeline. Experimental val-
idation using a large-scale Android malware dataset
confirmed its efficacy, demonstrating competitive de-
tection performance while dramatically reducing the
need for intensive, manual dataset curation and fea-
ture engineering, achieving competitive performance
with minimal upfront labeling cost; TrustBoot thus
offers a practical and scalable solution for maintain-
ing high-quality security systems in dynamic environ-
ments. Empirically, a compact and highly curated
reference set provides reliable priors for pretraining
and pseudo-labeling, reduces the risk of representa-
tion bias introduced by contaminated examples, and
yields improved downstream detection performance
for a given labeling effort. Future works will explore
extensions of the framework to automatically main-

tain up-to-date models in production settings, where
concept drift and emerging threats are common, as
well as techniques to improve the robustness of Trust-
Boot in order to mitigate the impact of malicious con-
tamination within the trusted benign set , also includ-
ing the integration with other distributed reputation
management systems (Agate et al., 2021; Agate et al.,
2016).
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