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Most machine learning-based Intrusion Detection Systems (IDSs) are designed for stationary environments,
where data distributions is assumed to remain constant over time. However, modern network environments
are dynamic, and this can lead to significant changes in the observed environment since the training phase,
causing degradation in IDS performance. Consequently, increasing attention has been given to online learning
techniques designed to address such phenomenon, known as concept drift. Designing such adaptive systems
is a far from trivial task, due to a multitude of factors, such as experimental biases as well as the lack of
real-world labeled datasets with precise drift annotations. Moreover, the evaluation of such systems still lacks
a standardized methodology, and critical aspects are often inconsistently addressed, making comparisons be-
tween approaches particularly difficult. To address these challenges, this work proposes REFINE, a Robust
Evaluation Framework for IDS under concept drift in dynamic environments. REFINE combines a Concept
Drift Stream Generator (CDSG), which produces realistic datasets from real network traffic with controlled
drift characteristics, and a robust online evaluation pipeline that mitigates experimental biases. Results demon-
strate that REFINE enables accurate, unbiased evaluation and comparison of online IDSs, providing critical

insights into their adaptation and detection capabilities across various drift scenarios.

1 INTRODUCTION

In recent years, the rapid proliferation of intercon-
nected devices, driven in part by the widespread adop-
tion of IoT technologies in domains such as indus-
trial systems, smart homes, and smart cities (Agate
etal., 2025; Khamesi et al., 2020), has led to a signifi-
cant increase in cyber threats targeting distributed sys-
tems. This trend has intensified the focus on cyberse-
curity, particularly in the domain of network security,
making the detection of network intrusions increas-
ingly critical. In this context, Intrusion Detection Sys-
tems (IDSs) are a core component of network security
architectures. A wide range of methodologies have
been used in developing IDSs, with the most com-
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mon approaches relying on machine learning (ML)
and, more broadly, artificial intelligence (Al) algo-
rithms (Saranya et al., 2020; Agate et al., 2024). The
integration of ML techniques has significantly ad-
vanced the development of automated IDSs, enabling
the analysis of network traffic logs to identify devia-
tions from normal behavior and generate timely alerts,
thus assisting network administrators with high detec-
tion performance (Liao et al., 2013). Traditionally,
ML-based IDSs have been designed to operate in sta-
tionary environments, where the statistical properties
of the data-generating process remain constant over
time (Augello et al., 2024). However, this assump-
tion does not hold in dynamic environments, such as
modern complex computer networks. Although re-
cent studies have shown that ML-based IDSs perform
well under stationary conditions, their effectiveness
tends to degrade over time due to concept drift (Agra-
hari and Singh, 2022; Agate et al., 2022). In other
words, the characteristics of both legitimate and ma-
licious network traffic evolve over time. This may oc-



cur, for example, following the deployment of new
web services, changes in user behavior, or the emer-
gence of zero-day and adversarial attacks. As a result,
the training data becomes obsolete, leading to a drop
in performance. This scenario introduces new chal-
lenges for designing IDSs that are robust and capable
of handling concept drift in dynamic environments.
Consequently, increasing attention has been de-
voted to online learning under concept drift (Augello
et al., 2025b; Lu et al., 2018; De Paola et al., 2024),
which typically involves two main operations: de-
tecting concept drift and employing adaptive machine
learning methods to update the model based on new
data (Camarda et al., 2025). Nevertheless, the lack
of labeled and real-world network datasets with pre-
cise temporal annotations of concept drift poses a key
challenge to the development and rigorous testing of
algorithms designed for drift detection and adapta-
tion. Despite these developments, the evaluation of
such systems remains neither robust nor standardized.
As a result, outcomes are often affected by experi-
mental bias, making comparisons between different
state-of-the-art systems particularly challenging. A
central issue concerns how IDS models are initially
trained, evaluated, and subsequently retrained dur-
ing the adaptation phase, as well as the nature of
the data used in each step. In the context of on-
line learning under concept drift, the test-then-train
methodology has emerged as a prominent evaluation
approach. This methodology evaluates system perfor-
mance in batches following an initial training phase.
Each instance is first tested, then used for drift de-
tection and model adaptation. This ensures that the
system is never evaluated on data it has already seen
during training. It is therefore crucial to constrain cer-
tain preprocessing operations on the dataset. Com-
mon procedures such as shuffling or applying PCA
to the entire dataset introduce femporal bias (Pendle-
bury et al., 2019), as they leak information from future
test records into the training process, thereby inflating
performance. Another major issue is class imbalance
in the training data, which can cause models to overfit
to the majority class distribution. This issue has been
addressed in the field of malware detection by the au-
thors of (Pendlebury et al., 2019), who highlighted
how this phenomenon, referred to as spatial bias, sig-
nificantly impacts the evaluation of system perfor-
mance. Common strategies to mitigate this issue in-
clude building realistic network datasets with more
balanced class distributions, or applying training-set
balancing techniques. However, in the context of on-
line learning under concept drift, it is not possible to
predict how class imbalance will evolve over time, let
alone assume that it will remain as observed in the

initial training phase. Finally, many studies evalu-
ate the performance of such systems using a single
online metric, typically Accuracy or F1 score. This
approach is not robust, as these metrics can be in-
fluenced by several factors, such as those discussed
above, that may either mask or overestimate the ef-
fects of concept drift, making it difficult to assess how
performance evolves following adaptation.

To address these limitations, we propose REFINE
(Robust Evaluation Framework for IDSs under coN-
cept drift in dynamic Environments), which enables
rigorous evaluation of online IDSs across a wide
range of concept drift scenarios by replicating real-
istic network conditions and ensuring reliable, unbi-
ased performance measurement. REFINE consists of
two main components: a Concept Drift Stream Gener-
ator (CDSG) and a robust online evaluation pipeline.
The CDSG creates datasets derived from real network
traffic, allowing precise control over concept drift in
terms of type, intensity, width, and spatial bias. This
ensures that the inherent complexity of the original
data is preserved while simulating realistic drift sce-
narios. The online evaluation pipeline complements
the CDSG by directing the entire training and test-
ing process for IDSs in a controlled environment that
accounts for spatial bias and prevents temporal bias.
Experimental results on multiple datasets, generated
with different drift assumptions using CDSG, show
how an online IDS can be accurately evaluated with
REFINE and effectively compared to other systems
under the same conditions, without introducing exper-
imental bias. Furthermore, the impact of specific drift
characteristics generated by CDSG can be directly ob-
served in the resulting model performance. This is
critical for evaluating adaptation and detection tech-
niques under different drift conditions.

The remainder of this paper is organized as fol-
lows. Section 2 provides an overview about online
learning under concept drift. Section 3 describes RE-
FINE framework in detail. Section 4 presents the ex-
perimental evaluation, in which several state-of-the-
art online IDS models are tested under various con-
cept drift conditions using the proposed framework.
Finally, Section 5 concludes the paper and outlines
directions for future work.

2 ONLINE LEARNING UNDER
CONCEPT DRIFT

Concept drift is defined as a change in the underly-
ing data distribution over time, which violates the as-
sumption of stationarity typically made in machine
learning (Hinder et al., 2024). This phenomenon is



typically classified according to its temporal charac-
teristics: abrupt (or sudden) drift refers to an immedi-
ate change in the data distribution at a specific point in
time; gradual drift develops slowly, with old and new
concepts coexisting during the transition; incremental
drift involves a progressive shift where data is drawn
from both old and new distributions with changing
probabilities; recurring drift describes the reappear-
ance of previously observed distributions, often due
to seasonality.

The design of online learning mechanisms should
include two key operations: drift detection and
model adaptation. Drift detection algorithms can
be categorized based on their underlying approach,
such as error-rate-based, data-distribution-based, or
statistically-driven methods. Two widely adopted
algorithms for concept drift detection are AD-
WIN (Bifet and Gavalda, 2007) and KSWIN (Raab
et al, 2020). These methods compare one-
dimensional data distributions, often based on error-
rate analysis. On the other hand, adaptation algo-
rithms focus on strategies for updating existing mod-
els in response to drift, a process known as drift
adaptation or reaction. Drift adaptation methods
are generally grouped into three categories: sim-
ple retraining, ensemble retraining, and model ad-
justment. Learning under concept drift requires
balancing between continuous model retraining and
lightweight adjustments, such as weight updates in
response to detected drift. Ensemble-based adap-
tation techniques are widely adopted because they
allow flexible update strategies by directly modify-
ing the ensemble structure, adding, replacing, or re-
weighting base learners in response to concept drift.
This flexibility enables different adaptation policies
to be implemented while preserving the strong per-
formance that ensemble methods, such as Random
Forest (Breiman, 2001), have consistently demon-
strated on high-dimensional data like network traf-
fic under stationary conditions (Resende and Drum-
mond, 2018; Zhang et al., 2008).

To address the challenges of adapting ensem-
ble models in dynamic environments, the authors
of (Gomes et al., 2017) proposed the Adaptive Ran-
dom Forest (ARF) algorithm. This method is specif-
ically designed to handle evolving data streams in
real time by constructing an ensemble of base classi-
fiers equipped with drift warning and detection mech-
anisms. When a warning is triggered, a new learner is
instantiated. If the drift is confirmed, the correspond-
ing learner in the ensemble is replaced, and a partial
fit is used to update the model’s weights. This mecha-
nism corresponds to the Adaptive policy, where learn-
ers are replaced only when drift is explicitly detected.

In contrast, the Incremental (or Periodic Retraining)
policy updates the ensemble at regular intervals, re-
gardless of whether drift is observed. While simpler
to implement, this approach is typically more compu-
tationally demanding and less responsive to changes,
making it less efficient in dynamic environments. The
key difference between these two adaptation policies
lies in how they handle past knowledge. Incremental
approaches update model parameters continuously,
without modifying the ensemble structure, which of-
ten leads to forgetting earlier concepts. In contrast,
adaptive methods selectively replace individual learn-
ers only upon drift detection, allowing the model to
retain relevant knowledge from previous concepts.

Nevertheless, developing robust detection and
adaptation algorithms requires access to datasets that
include precise temporal annotations and allow con-
trol over the characteristics of concept drift. As a
result, researchers often rely on synthetic drift gen-
erators that provide control over key drift properties,
such as type, duration, width, and intensity (Mon-
tiel et al., 2018). Several synthetic drift generators
have been proposed to simulate different types of con-
cept drift. For instance, AgrawalGenerator (Agrawal
et al,, 1991) simulates drift by altering the gener-
ator function; RandomRBFGenerator employs ran-
dom centroids and radial basis functions; LEDGen-
erator (Breiman et al., 2017) induces drift by apply-
ing a 10% feature perturbation. Although useful for
simulating controlled drift scenarios, these generators
produce overly simplistic data that fail to capture the
complexity of real-world network traffic. As a result,
they often lead to inflated performance estimates and
fail to provide realistic evaluation conditions for drift-
aware algorithms. To simulate more realistic drift pat-
terns, the authors of (Lin et al., 2024) proposed a gen-
erator based on real-world time series, where drift is
introduced through operations such as clipping, trans-
posing, and inserting temporal gaps. However, this
generator only allows control over the temporal po-
sition of the drift and lacks the ability to manipu-
late other critical aspects such as drift type and inten-
sity, which are essential for evaluating system perfor-
mance and the effectiveness of incremental adaptation
mechanisms.

3 PROPOSED FRAMEWORK

REFINE is a modular framework designed to ad-
dress the challenges of evaluating machine learning-
based IDSs under concept drift, by combining real-
istic stream generation from real network traffic with
configurable drift characteristics and a robust, repro-



Source

Dataset
Concept Drift -
Stream ream
— T | Generator Dataset
IDS Model
User-defined '__|

Offline
Module

=

Offline —>»
Dataset

Online —»
Dataset

Online
Module

Robust Evaluation Pipeline

params

Figure 1: REFINE framework.

ducible evaluation pipeline. The framework operates
on three inputs: a source dataset, an ML-based IDS to
be evaluated, and a set of user-defined parameters that
control the experimental setup. The overall architec-
ture of the framework is shown in Figure 1.

REFINE is organized into two main subsystems:

1. Concept Drift Stream Generator (CDSG), which
generates a dataset with concept drift and spa-
tial bias, based on user-defined parameters, while
avoiding experimental biases related to time. The
code of CDSG is publicly available on GitHub!.

2. Robust Evaluation Pipeline, consisting of an Of-
fline Module for training the IDS on static data,
and an Online Module for evaluating its perfor-
mance on streaming data using fixed-size win-
dows. The online phase also integrates an error-
rate-based concept drift detector to monitor per-
formance degradation and assess whether the
CDSG introduces drift with the desired character-
istics.

The dataset generated by the CDSG is split into
two parts: an offline part, used for initial training,
and an online part, used for streaming evaluation dur-
ing the online phase. User-defined parameters play a
central role in guiding dataset generation and shaping
the evaluation process across both offline and online
phases. The following subsections describe the archi-
tecture of REFINE, outlining the design and function-
ality of each subsystem.

3.1 Concept Drift Stream Generator

Unlike traditional approaches that rely on feature per-
turbation or sample interpolation, CDSG constructs

"https://github.com/ndslab-group/
REFINE-CDSG.

concept drift directly from the structure of the orig-
inal dataset, and streams the resulting data to sim-
ulate online scenarios with fine-grained and realis-
tic control. As shown in Figure 2, the CDSG con-
sists of two main components: the Concept Gener-
ator, which constructs the concepts from the origi-
nal dataset by identifying clusters of similar concepts,
and the Drift Streamer, which builds the final data
stream with parameterizable drift characteristics. Pa-
rameters for concept generation include the number of
clusters and the strategy for building concepts from
them. Drift-related parameters include the type, in-
tensity, and temporal annotations (start, end, duration,
etc.), as well as the spatial bias (defined as the ratio
between the number of benign and malicious sam-
ples), which can be specified separately for both the
main and drift concepts. Although the clustering pa-
rameters are directly related to the traffic classes, they
can be specified differently to produce various behav-
iors. The type, intensity and temporal annotations of
concept drift jointly determine when it occurs, how
it manifests over time (e.g. sudden or recurrent) and
its severity. Higher intensity values induce more pro-
nounced shifts in distribution. The intensity param-
eter quantifies the severity of drift in terms of devia-
tion from the original concept clusters. Hence, higher
values emphasize more anomalous samples and cause
them to be selected earlier by the drift streamer. In
binary classification, spatial bias affects the distribu-
tion of benign and malicious samples in the generated
output stream. Higher spatial bias values correspond
to increasingly imbalanced datasets, which are char-
acterized by a significant difference between classes.
This causes the model to overfit the majority class.

Tab. 1 summarizes the main drift control parame-
ters of CDSG compared with other SOTA drift gener-
ators and streamers (introduced in Sec. 2).
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Table 1: Comparison of REFINE-CDSG and SOTA drift
generators in terms of domain applicability and drift-control
parameters.

Generator Domain Drift-Control
and Streamer Applicability Parameters
Agrawal Synthetic Generator functions
Random centroids
RandomRBF Synthetic and radial basis
functions
LEDGenerator Synthetic Feature perturbation
Clipping, transposing
RealDrift Realistic and inserting temporal
gaps
Drift type and intensity,
REFINE-CDSG Realistic temporal annotations,
spatial bias

3.1.1 Concept Generator

This component splits the original dataset into two
distinct subsets: one representing the main concept,
and the other the drift concept. The concept genera-
tion process consists of multiple phases, which pro-
duce the datasets later used by the Drift Streamer. An
overview of these phases is shown in Figure 2.

The source dataset is first partitioned into macro
clusters, such as benign vs. malicious traffic in binary
classification scenarios. Each macro cluster is then
subdivided into micro clusters, which may capture,
for example, different attack types within the mali-
cious class or distinct user behavior within the benign
class. These two phases can be performed using stan-
dard clustering algorithms (Xu and Wunsch, 2005), or
manually by allowing users to define their own parti-
tions.

The next step is the construction of the main con-
cept, which involves selecting and merging the most
similar micro clusters to ensure conceptual consis-
tency. To estimate the similarity between micro clus-
ters, a separate classifier is trained on each macro
cluster, treating each micro cluster as a distinct class.
The classification scores are then used to quantify

how easily the model confuses one micro cluster with
another. This methodology relies on a measure called
Cluster Similarity, whose goal is to quantify the over-
lap between micro clusters within each macro clus-
ter. The similarity score balances the probability
of misclassification (i.e., confusion between clusters)
against the probability of correct classification:

p(clusterpreq = jlcluster;yye = i)
plcluster,req = i)

This score expresses how easily the classifier confuses
cluster i with cluster j, normalized by how well it cor-
rectly identifies cluster i. The numerator captures the
probability that a sample from cluster i is misclassi-
fied as belonging to cluster j, while the denominator
reflects the probability of correctly classifying a sam-
ple from cluster i. This ratio provides a normalized
measure of confusion between clusters, taking into
account both classification accuracy and cluster size.

Next, a graph is built for each macro cluster,
where nodes represent the micro clusters and edge
weights correspond to the similarity scores defined
above. From each graph, a Minimum Spanning Tree
(MST) is extracted to capture the closest relation-
ships among micro clusters. The main concept is then
constructed by selecting a subset of connected micro
clusters from each MST. The remaining micro clus-
ters are grouped into the drift concept and assigned
an anomaly score relative to the main concept. This
score guides the Drift Streamer in selecting appropri-
ate samples for the drift phase.

)]

sim(i, j) =

3.1.2 Drift Streamer

The Drift Streamer then builds the final data stream by
combining these two datasets based on user-defined
drift parameters. It controls the type and width of the
drift, while also maintaining a specified spatial bias,
that is, the proportion of benign to malicious sam-
ples, within both concepts. Drift samples are ranked
by anomaly score, so that the most anomalous ones
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appear first. This ranking allows the streamer to con-
trol the intensity of the drift by selecting samples that
deviate more sharply from the main concept, while re-
specting the specified drift width and type. The final
stream is generated by combining the main and drift
concepts according to the user-defined drift schedule.
Samples are initially drawn from the main concept un-
til the drift onset (or a recurrence point, in the case
of recurring drift), after which sampling switches to
the drift concept for the specified duration. The re-
sulting stream reflects the user-defined concept drift
configuration and preserves experimental validity by
avoiding operations that could introduce bias.

The effectiveness of this approach depends on the
characteristics of the original dataset. In particular,
if the dataset contains few samples from the minority
class, it may be impossible to generate streams with
the desired spatial bias and drift intensity. Moreover,
drift duration and intensity are inherently related:
longer drift durations typically result in smoother
transitions with less pronounced anomalies, while
shorter durations produce sharper and more abrupt
changes.

3.2 Robust Evaluation Pipeline

This module is designed to address two main goals:
training the IDS model on offline data while control-
ling spatial bias, and evaluating its performance in an
online setting using appropriate metrics that capture
robustness over time, as illustrated in Figure 3. The
pipeline operates on two inputs: the offline and on-
line datasets. It also requires a user-defined window
size W, which is used to extract training batches from
the offline data and to segment the online stream dur-
ing evaluation. Larger window sizes generally result
in more stable performance trends over time; how-
ever, they also tend to amplify performance degrada-
tion when concept drift occurs, as the window pro-

gressively accumulates a higher proportion of drifted
samples. The overall goal is to ensure reliable evalu-
ation of IDS models across both offline training and
real-time online monitoring phases.

3.2.1 Offline Module

To mitigate the effects of spatial bias, the model is
not trained on the entire offline dataset. Instead, a
training window of size W is extracted from it. The
extracted window preserves the same spatial bias as
the streamed dataset, ensuring consistency between
training and evaluation phases and improving the reli-
ability of performance measurements. To ensure that
the choice of training window does not affect perfor-
mance, the model is cross-evaluated on multiple sub-
sets of the offline dataset, each extracted using differ-
ent windows of size W. The model’s performance on
each windowed subset is then compared to that ob-
tained by training on the entire offline dataset, using
metrics such as Accuracy, Macro F1, Fl-score, True
Positive Rate (TPR), and True Negative Rate (TNR).
Once the windowing strategy has been validated, the
final model is trained on a separate window of size
W, sampled from the offline dataset according to the
user-defined spatial bias. The offline module then re-
turns the trained model, which is passed to the online
module for evaluation.

3.2.2 Online Module

The online module simulates the deployment of the
trained IDS in a real-time setting, using the online
portion of the stream generated by the CDSG. To sup-
port step-wise evaluation over time, the online dataset
is partitioned into windows of size W, matching the
window size used in the offline module. To moni-
tor model performance over time, the framework uses
Accuracy, Fl-score, and the cumulative Area Under
Time (AUT) of F1, a metric that summarizes the sys-



tem’s predictive quality across the evaluation period.
Originally proposed in (Pendlebury et al., 2019), AUT
captures the evolution of model performance, mak-
ing it useful for assessing robustness and identifying
when retraining is required in adaptive scenarios, par-
ticularly in the presence of concept drift.

To identify when concept drift occurs during the
evaluation, the pipeline integrates a Concept Drift De-
tector (CDD) module. This module provides tem-
poral indicators of concept drift, validating that the
dataset generated by the CDSG contains the expected
changes in distribution. The experimental evaluation
employs a concept drift detector based on the KSWIN
statistical test (introduced in Sec. 1); however, the
framework is compatible with any alternative drift de-
tection method.

4 EXPERIMENTAL EVALUATION

This section presents the experimental evaluation of
different IDS models, selected to represent distinct
adaptation strategies, using the proposed REFINE
framework. The goal is to assess how each model per-
forms under controlled concept drift scenarios, using
a shared source dataset and consistent configuration
for both drift generation and evaluation. The Concept
Drift Stream Generator (CDSG) produces streamed
datasets that vary in spatial bias, while using the same
concept generation configuration across experiments.
Drift intensity is automatically adjusted to the max-
imum feasible level based on the input data. Two
different window sizes are used during the streaming
phase to assess how the granularity of observation im-
pacts model performance over time. The results show
that IDS performance degrades over time in the pres-
ence of concept drift, and that specific drift param-
eters significantly influence this degradation. These
findings underline the importance of a robust evalua-
tion framework that allows testing a single IDS model
under varying drift scenarios and user-controlled con-
figurations, in order to better understand its behavior
in dynamic environments.

Several IDS models with different adaptation
strategies are evaluated. Specifically, experimental
evaluation includes two static models (Random Forest
and XGBoost (Chen et al., 2015)), which are trained
once on offline data and applied without any adapta-
tion during the online phase, as well as three adap-
tive versions. Among the adaptive approaches, two
Adaptive Random Forests (ARFs) are configured with
distinct adaptation policies: ARF-Adaptive (ARF-A),
which updates its ensemble only upon drift detection,
and ARF-Periodic Retrain (ARF-P), which retrains at

every window regardless of drift detection. In ad-
dition, an Adaptive XGBoost (Montiel et al., 2020)
(AXGB) configured with a push-based update strat-
egy is also evaluated.

The remainder of this section is organized as fol-
lows: Section 4.1 describes the initial experimen-
tal setup, including dataset generation via the CDSG
and offline training of the IDS models. Section 4.2
presents the results obtained in the online evaluation
phase.

4.1 Experimental Setup

Experiments ~ were  conducted  using  CIC-
IDS2017 (Panigrahi and Borah, 2018) and BCCC-
cPacket-Cloud-DDoS-2024 (Shafi et al., 2024) as
source datasets. These datasets provide a compre-
hensive view of modern network activity, capturing
both benign and malicious behaviors. Although these
datasets do not exhibit real concept drift, they include
various user behaviors in benign traffic and a wide
range of attack types in malicious traffic, represented
through flow-based features. A preprocessing step
is applied to remove NaN (Not-a-Number) and Inf
(Infinity) values, ensuring clean input for concept
generation (Sharafaldin et al., 2018). In the ex-
periments, the CDSG module is used to generate
streamed datasets with fixed concept generation
parameters. The drift intensity is automatically
adjusted to be as high as possible, in order to
maximize the observable effect of concept changes.
Table 2 and Table 3 summarize key experimental
parameters for both source datasets, including the
level of spatial bias, the type of drift (sudden and
recurrent sudden), the drift width (start, end, and
recurrence points), and the offline/online splitting
ratio. The source datasets are first split into two
macro clusters representing benign and malicious
traffic, respectively. These clusters are then divided
into three and six micro-clusters, respectively, using
the Hierarchical Clustering algorithm in a completely
unsupervised manner that does not rely purely on
class type labels. This step ensures that the data is
grouped into micro-clusters that are distinct from
each other and not according to the original labels.
To construct the main and drift concepts, the process
selects one micro cluster from the benign macro
cluster to represent the main concept, and two micro
clusters from the malicious macro cluster to represent
the drift concept. These concept datasets are then
passed to the Drift Streamer, which generates data
streams with configurable spatial bias and drift
characteristics based on the user-defined parameters.

The resulting datasets, along with the selected



Table 2: Overview of the generated datasets with concept drift, using CIC-IDS2017 as source dataset and exhibiting Recurrent
Sudden Drift. For each level of spatial bias (K), the table reports the total size, the offline/online split, the expected number
of windows for two different window sizes (|W;| = 5000, |W>| = 20000), and the temporal indicators of drift (start and
recurrence), both as sample indices and as expected window positions.

Splitting Expected Drift start-recurrent Expected sudden Expected recurrent
(40%-60%) windows in Online Dataset drift at win drift at win
Bias K | Dataset Size | Offline | Online | W; | W, Start Drift | Recurrent Drift | W, W, W W,
0.7 500000 200000 | 300000 | 60 | 15 100000 260000 20 5 52 13
0.9 700000 280000 | 420000 | 84 | 21 120000 320000 24 6 64 16

Table 3: Overview of the generated datasets with concept
drift, using BCCC-cPacket-Cloud-DDoS-2024 as source
dataset and exhibiting Sudden Drift. For the selected
level of spatial bias (K), the table reports the offline/online
dataset size, the expected number of windows for two dif-
ferent window sizes (|[W;| = 5000, |W»| = 20000), and the
temporal indicators of drift (start), both as sample indices
and as expected window positions.

Drift in

Windows | Online Dataset | sudden at win

Bias K | Offline | Online |W; | W, Start Drift |W,; W,
0.9 | 40000 [160000|32| 8 80000 16 4

Expected Expected

Dataset Size

IDS models, are the input of the Robust Evaluation
Pipeline. The process begins with the Offline Mod-
ule, which selects a training window from each of-
fline dataset. This window is sampled to preserve the
same spatial bias used during drift generation, ensur-
ing consistency between training and evaluation. The
experiments use two different training window sizes,
as reported in Table 2 and Table 3. Models trained
on these subsets are then evaluated on the remaining
portion of the offline dataset and compared against
a baseline approach where the entire offline dataset
is used for training without any resampling. Offline
results showed no statistically significant difference
between models trained on the full dataset and those
trained on the reduced subsets in both cases. This is
explained by the fact that both the adaptive and pe-
riodically retrained models rely on the static model
as their base classifier, before applying their respec-
tive adaptation strategies. Moreover, both approaches
achieved comparable performance, with an average
F1-score of approximately 0.98 and a standard devia-
tion of +0.01.

4.2 Online evaluation

Once trained, the models are evaluated within the On-
line Module using the same window sizes adopted
during the offline phase for the windowing step. Fig-
ure 4 shows the online evaluation of all models across
four configurations, combining different spatial bias
levels and window sizes. Each subplot reports Accu-
racy, Fl-score, and cumulative AUT(F1) over time,

considering generated datasets with concept drift, us-
ing CIC-IDS2017 as source dataset (Tab. 2) and three
representative models.

All models maintain strong performance while the
stream reflects the main concept, even when it reap-
pears as part of the recurrent drift pattern. How-
ever, their performance drops noticeably at the ex-
pected drift points, as detected by the KSWIN Con-
cept Drift Detector (CDD). Table 4 confirms that the
KSWIN detector successfully identified drift intervals
that align with those configured by the framework, as
detailed in Table 2. This validates the ability of the
CDSG to generate controlled and reproducible con-
cept drift.

To analyze the impact of individual parameters on
model performance across different metrics, the be-
havior of the static model is analyzed. The experi-
mental evaluation show that a high spatial bias results
in a more pronounced drop in performance, regard-
less of the window size configuration. Higher spatial
bias (Fig. 4b, 4d) increases the risk of overfitting and
amplifies the apparent abruptness of concept drift, ef-
fectively increasing its intensity. In contrast, lower
bias (Fig. 4a, 4c) leads to smoother transitions. These
results highlight the importance of frameworks like
REFINE for assessing the impact of spatial bias in
dynamic settings.

The results also show that relying only on accu-
racy is not sufficient, as it can be misleading in the
presence of class imbalance: models may appear to
perform well by overfitting to the majority class. Met-
rics like F1-score and cumulative AUT(F1) provide a
more reliable assessment by capturing both model ef-
fectiveness and how performance evolves over time
in response to concept drift. Spatial bias impacts and
plays a crucial role in evaluating the performance of
adaptive models over time; however, thanks to their
adaptation mechanisms, these models are able to re-
cover quickly after drift events. Window size also
plays a critical role during drift events: smaller win-
dows tend to experience less performance degrada-
tion, while larger ones include more samples from the
new concept, amplifying the effects of drift.

As a result, evaluations with narrower windows
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Figure 4: Performance of the evaluated IDS models over time across different concept drift scenarios based on generated
datasets with concept drift, using CIC-IDS2017 as source dataset (Tab. 2). Each subplot reports Accuracy, Fl-score, and
cumulative AUT(F1) as a function of the window number. The X-axis shows the evaluation window index, and the Y-axis
shows the corresponding metric values for each configuration.



(Fig. 4a, 4b) exhibit smaller drops in AUT compared
to those with wider windows (Fig. 4c, 4d). Finally,
comparing the AUT curves reveals that frequently re-
trained adaptive models can become less reliable over
time. Continuous weight updates may lead the model
to forget the original concept, reducing its long-term
effectiveness. This effect is evident in Fig. 4d, where
the AUT of the continuously adaptive ARF surpasses
that of the periodically retrained variant. These obser-
vations show that the quality of adaptation depends on
accurate drift detection, class balance, and representa-
tive samples. Moreover, continuous adaptation often
performs worse than adaptation triggered after drift
detection, particularly in recurrent drift scenarios. As
expected, hyperparameter variations consistently af-
fect performance and temporal behavior.

Table 4: First and last windows where the KSWIN detector
identifies concept drift in datasets with different spatial bias
levels (Tab. 2).

Spatial Bias K=0.7 | Spatial Bias K=0.9
Window Size 5000 20000 5000 20000

First Drift Detected | 20-21 5-6 24-25 5-6

Last Drift Detected | 52-53 13-14 64-65 16-17

In addition to the experiments described earlier,
which involved only the static Random Forest model
and its adaptive variants (applied to datasets gener-
ated from CIC-IDS2017), we extended the evaluation
to include XGBoost and its adaptive version, AXG-
Boost. These additional experiments were conducted
on synthetic datasets with concept drift generated
from two different sources: CIC-IDS2017 (Table 2)
and BCCC-cPacket-Cloud-DDoS-2024 (Table 3).

Table 5 reports the average Accuracy and F1-score
of each model across three phases: before the drift,
during the drift, and after the drift in the case of re-
current drift.

As shown, both static models suffer a significant
drop in performance during drift. In particular, with
the BCCC-cPacket dataset, the Fl-score degradation
is more pronounced. This is due to the presence of
different types of benign traffic compared to CIC-
IDS2017, which enables CDSG to induce stronger
drift in both benign and malicious traffic distribu-
tions. In contrast, the adaptive versions of the models
demonstrate the expected behavior of performance re-
covery following retraining phases.

These results confirm that CDSG is capable of
generating datasets with diverse types of drift from
different source datasets, and that the proposed frame-
work can be applied across different types of detec-
tion systems.

Table 5: Mean Accuracy and Fl-scores for pre-drift (Be-
fore), during-drift (During), and recurrent-drift (Recurrent)
phases, across both source datasets, with parameters K=0.9
and W=20,000.

Before During Recurrent Total

Model | Acc. F1 |Ace. F1 |Ace. F1 |Acc. F1

RF 100.0 100.0|71.40 39.89|100.0 100.0|86.38 71.37
ARF-A[100.0 99.98|99.72 98.58|99.84 99.18199.83 99.13
8 ARF-P [100.0 100.0/98.85 96.16|98.86 92.38/99.18 96.36
100.0 100.0{79.61 48.20/100.0 100.0{90.29 75.33

AXGB |98.33 83.31|93.71 86.54|98.56 91.66|96.18 86.83

RF 99.31 96.41(89.99 0.0 - - 194.65 482

98.22 84.86

>
ol
H
>

99.01 94.75(97.43 74.97| - -

98.25 85.03

=
it
o

99.07 95.07|97.43 7499 - -

X
Q
o]

99.36 96.68/89.98 0.0 - - 194.67 48.34

BCCC-cPacket

AXGB 196.41 84.72|197.64 92.1 - - 197.02 88.41

S CONCLUSION AND FUTURE
WORK

This paper proposed REFINE, a Robust Evaluation
Framework for Intrusion Detection Systems (IDS) un-
der concept drift in dynamic environments. REFINE
enables the generation of realistic data streams with
controlled concept drift, derived from real network
traffic, without relying on synthetic perturbations or
sample interpolation. The Concept Drift Stream Gen-
erator (CDSG) constructs distinct concepts from the
structure of the original dataset, while the evaluation
pipeline supports systematic offline training and on-
line testing under user-defined drift scenarios.

Experimental results show that REFINE effec-
tively simulates realistic drift conditions while avoid-
ing common experimental biases. The framework al-
lows a detailed analysis of how drift-related parame-
ters (e.g., window size, drift width, and class imbal-
ance) affect model robustness over time. These results
highlight the importance of a reproducible and param-
eterized evaluation strategy in non-stationary environ-
ments. REFINE thus provides a valuable tool for as-
sessing the performance of IDSs, enabling researchers
to explore adaptation capabilities under a wide range
of drift configurations.

The experimental evaluation includes variations in
two hyperparameters (spatial bias and window size),
both of which are closely tied to practical applica-
tion requirements. In domains such as threat detec-



tion, real-world data often exhibit imbalanced distri-
butions of malicious activity, which can be effectively
simulated through spatial bias. Similarly, the choice
of window size plays a crucial role in balancing re-
sponsiveness to concept drift against overall system
performance, a trade-off that the framework explicitly
captures.

Future work will explore additional combinations
of hyperparameters, with particular focus on their
impact on development and implementation in real-
world settings. In this regard, the proposed frame-
work provides a valuable foundation for testing and
simulating scenarios that reflect realistic operating
conditions.

Moreover, future work will also focus on extend-
ing REFINE with additional configurable parameters
and evaluation strategies to support a broader range
of drift scenarios. We plan to integrate and com-
pare multiple adaptive learning techniques and drift
detection methods within the same framework, along
with drift-aware algorithms and sensitivity analyses
of clustering techniques used in concept formation.
This will enable a systematic evaluation of their rela-
tive effectiveness prior to deployment, enhancing the
empirical robustness of the overall approach and im-
proving the scalability of REFINE.

Moreover, although the experiments focused on
two benchmark datasets for IDSs, we aim to ex-
plore the applicability of REFINE in other domains
affected by concept drift, such as, distributed rep-
utation systems (Agate et al., 2021), social net-
works security (Concone et al., 2019), malware de-
tection (Augello et al., 2025a), increasing the general
applicability of the framework.
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