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Sommario 
 

Con la proliferazione dei dispositivi mobili, come smartphone e tablet, unito al fatto che 
molte aziende permettono l’utilizzo di software di terze parti si assiste al conseguente 
continuo aumento di attacchi alla sicurezza informatica di questi dispositivi. Uno dei 
sistemi più diffusi su questi dispositivi è quello Android, grazie alla sua natura open source 
e all’elevato numero di utenti rappresenta un importante mercato per la distribuzione di 
software, sia benevolo che malevolo. L’obiettivo di questo lavoro di tesi è la progettazione 
e lo sviluppo di un sistema per il riconoscimento di malware in ambiente Android. Il 
sistema progettato si basa su un approccio di analisi dinamica, che sfrutta l’osservazione 
del comportamento delle applicazioni in esecuzione con particolare attenzione al controllo 
delle operazioni effettuate in presenza di connessione alla rete. Il sistema è progettato in 
due varianti, utilizzando un singolo classificatore e un sistema di stacking ensemble 
learning.Il sistema proposto sfrutta algoritmi di intelligenza artificiale per determinare se 
l’applicazione analizzata può essere considerata malevola o legittima. Per valutare le 
prestazioni del sistema proposto sono stati confrontati i risultati dell’analisi con e senza 
connessione di rete. I risultati ottenuti hanno dimostrato le capacità dell'approccio proposto 
per il riconoscimento dei malware. 
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1 ������������ 
$O�JLRUQR�G¶RJJL�� O¶XWLOL]]R�GHJOL� VPDUWSKRQH�H�GHL� WDEOHW�q�FRPXQH�D�PROWH�SHUVRQH��H�

VRQR�XWLOL]]DWH�LQ�PROWL�DPELHQWL�VLD�SXEEOLFL�FKH�SULYDWL��TXHVWR�q�GRYXWR�DOO¶LQFUHPHQWR�

GHOOH�FDSDFLWj�GL�TXHVWL�GLVSRVLWLYL� >�@��SHUz�OH�VWHVVH� IXQ]LRQDOLWj�FKH�DLXWDQR�JOL�XWHQWL�

QHOOD�YLWD�GL�RJQL�JLRUQR�SRVVRQR�HVVHUH�VIUXWWDWH�GD�DWWDFFDQWL�PDOHYROL�SHU�DWWLYLWj�LOOHFLWH�

>��@� 

,O�PHWRGR�SL��FRPXQH�SHU�HVWHQGHUH�TXHVWH�FDSDFLWj�q�DWWUDYHUVR�O¶XWLOL]]R�GL�DSSOLFD]LRQL�

GL�WHU]H�SDUWL��FKLDPDWH�³DSSV´�� LO�PRGR�SL��VHPSOLFH�SHU�RWWHQHUH�TXHVWH�DSSOLFD]LRQL�q�

WUDPLWH� O¶XWLOL]]R�GHJOL� ³VWRUH´��RYYHUR� UHSRVLWRU\�FKH�VHPSOLILFDQR�DJOL� VYLOXSSDWRUL� OD�

SXEEOLFD]LRQH�GHOOH�ORUR�DSSOLFD]LRQL� 

3DUWLFRODUPHQWH�SHU�$QGURLG��GRYH�OD�SUHVHQ]D�GL�GLYHUVL�VWRUH�FRQ�UHJROH�GL�SXEEOLFD]LRQH�

GLYHUVH��KD�DWWLUDWR�O¶DWWHQ]LRQH�GL�VYLOXSSDWRUL�DSSOLFD]LRQL�PDOHYROH� 

&RQVLGHUDQGR�DQFKH�O¶DOWR�QXPHUR�GL�DSS�VYLOXSSDWH�SHU�TXHVWR�DPELHQWH��q�LPSRUWDQWH�

ULXVFLUH�DG�DXWRPDWL]]DUH�LO�SURFHVVR�GL�DQDOLVL��FRQ�ULVXOWDWL�EXRQL�LQ�WHPSL�DFFHWWDELOL 

 
)LJXUD���QXPHUR�GL�DSSOLFD]LRQL�SUHVHQWL�QHO�*RRJOH�6WRUH>��@ 

,O�PHUFDWR�GHL�VLVWHPL�RSHUDWLYL�PRELOL�q�SUDWLFDPHQWH�XQ�GXRSROLR�>��@��D�FXL�IDQQR�FDSR�

L26�GHOOD�$SSOH�H�$QGURLG�GL�*RRJOH��HQWUDPEH�KDQQR�GLYHUVL�DSSURFFL�DOOD�JHVWLRQH�GHOOD�

VLFXUH]]D�GHL�ORUR�GLVSRVLWLYL�>�@��H�L26��SXU�QRQ�HVVHQGR�HVHQWH�GD�SUREOHPL�GL�VLFXUH]]D�

>�@��q�FRQVLGHUDWR�SL��VLFXUR�ULVSHWWR�DOOD�VXD�FRQWURSDUWH� 



 

ϲ 

 

$QGURLG� LQYHFH� q� OD� SLDWWDIRUPD�PRELOH� SUHIHULWD� GDL� FUDFNHU1�� TXHVWR� SHU� XQD� VHULH� GL�

PRWLYL�FRPH� 

භ /D� VXD� QDWXUD� RSHQVRXUFH�� OD� FXL� PROWD� OLEHUWj� SHUPHWWH� DJOL� VYLOXSSDWRUL� GL�

PRGLILFDUH�LO�IXQ]LRQDPHQWR�GL�DOFXQH�SDUWL�GHO�VLVWHPD��DG�HVHPSLR��LO� ODXQFKHU�

FKH�JHVWLVFH�O¶LQWHUIDFFLD�XWHQWH��OH�DSS�FKH�JHVWLVFRQR�WHOHIRQDWH�H�606�H�DQFKH�

OD�WDVWLHUD�GL�VLVWHPD>�@� 

භ /D� OLEHUWj�GHJOL�XWHQWL�GL�VFDULFDUH�DSSOLFD]LRQL�GD�VWRUH�GL� WHU]H�SDUWL�R�GD�SDUWL�

HVWHUQH��VHPSOLFHPHQWH�H�VHQ]D�LQYDOLGDUH�OD�JDUDQ]LD�GHO�GLVSRVLWLYR� 

භ OD� SURFHGXUD� SHU� OD� SXEEOLFD]LRQH� H� O¶DJJLRUQDPHQWR� GHOOH� DSS� QRQ� SUHYHGH�

FRQWUROOL�DSSURIRQGLWL�>�@� 

භ LO�SUREOHPD�GHOOD� IUDPPHQWD]LRQH��FLRq� O¶HOHYDWR�QXPHUR�GL�YDULDQWL�GL�$QGURLG�

FUHDWH� GD� SURGXWWRUL� H� RSHUDWRUL� FKH� VSHVVR� QRQ�KDQQR� VXIILFLHQWL� ULVRUVH� SHU� OD�

PDQXWHQ]LRQH�GL�XQ�VLVWHPD�RSHUDWLYR��ID�Vu�FKH�OD�PDJJLRU�SDUWH�GHL�GLVSRVLWLYL�

$QGURLG�XWLOL]]DWL�QRQ�VLDQR�DJJLRUQDWL�FRQ�OH�XOWLPH�SDWFK�GL�VLFXUH]]D�>�@� 

භ /D�FUHVFHQWH�GLIIXVLRQH�GHL�GLVSRVLWLYL�PRELOL�FRQ�VLVWHPD�RSHUDWLYR�$QGURLG�>�@��

FKH�KD�SRUWDWR�DG�XQ�DXPHQWR�GHO�QXPHUR�H�GHOOH� WLSRORJLH�GL�PDOZDUH�VSHFLILFL�

SHU�TXHVWD�SLDWWDIRUPD� 

 

)LJXUD���PDUNHW�VKDUH�$QGURLG>�@ 

                                                        
1�&RQ�FUDFNHU�VL�LQWHQGH�XQ�HVSHUWR�GL�VLFXUH]]D�LQIRUPDWLFD�FKH�VIUXWWD�OH�VXH�FRQRVFHQ]H�SHU�ILQL�PDOHYROL��
YLHQH�GHILQLWR�VHPSOLFHPHQWH�KDFNHU�VHEEHQH�TXHVWR�XOWLPR�WHUPLQH�LQGLFD�VRODPHQWH�XQ�HVSHUWR�GL�F\EHU�
VHFXULW\�� 



 ϳ 

 

)LJXUD���IUDPPHQWD]LRQH�GLVSRVLWLYL��$QGURLG>�@� 

4XHVWH� FDUDWWHULVWLFKH� KDQQR� SRUWDWR� DG� XQ� DXPHQWR� GHO� QXPHUR� H� GHOOH� WLSRORJLH� GL�

PDOZDUH�VSHFLILFL�SHU�TXHVWD�SLDWWDIRUPD� 

,�WLSL�GL�PDOZDUH�VYLOXSSDWL�VRQR�PROWHSOLFL��RJQXQR�FRQ�PHWRGL�GL�DWWDFFR�H�VFRSL�GLYHUVL�

>�@��PD�LQ�JHQHUDOH�YHQJRQR�UDJJUXSSDWL�LQ�GLYHUVH�FDWHJRULH��*RRJOH�FODVVLILFD�TXHVWL�LQ�

YDULH�FDWHJRULH�>��@ 

 

&OLFN�IUDXG 7URMDQ 6S\ZDUH 

+RVWLOH�GRZQORDGHU 'HQLDO�RI�VHUYLFH %DFNGRRU 

6WDONHUZDUH 3ULYLOHJH�HVFDODWLRQ 3KLVKLQJ 

5DQVRPZDUH 5RRWLQJ 6SDPZDUH 

 

 



 
ϴ 

 

)LJXUD���IUDPPHQWD]LRQH�GLVSRVLWLYL��$QGURLG>�@� 

 

&OLFN�IUDXG��PDOZDUH�FKH�VLPXOD�FOLFN�VX�EDQQHU�SXEEOLFLWDUL�LQHVLVWHQWL�DO�ILQH�RWWHQHUH�

LOOHFLWL� JXDGDJQL� WUXIIDQGR� OH� VRFLHWj� FKH� JHVWLVFRQR� WDOL� EDQQHU��1RQRVWDQWH� WDOH� IURGH�

FROSLVFD�SULQFLSDOPHQWH�OH�VRFLHWj�FKH�JHVWLVFRQR�JOL�VSD]L�SXEEOLFLWDUL�RQOLQH��VL�SRVVRQR�

YHULILFDUH�DQFKH�GLVDJL�SHU�O¶XWHQWH�FKH�HVHJXH�WDOL�DSSV��3HU�HVHPSLR��VSHVVR�VL�YHULILFDQR�

GLPLQX]LRQL� GHOOH� SUHVWD]LRQL� GHOOR� VPDUWSKRQH� H� XQD� GLPLQX]LRQH� GHOO¶DXWRQRPLD��

,QROWUH�� O¶LQGLUL]]R� ,3� GHO� GLVSRVLWLYR� SXz� YHQLUH� FRQWUDVVHJQDWR� FRPH� VRVSHWWR�

SURYRFDQGR�XQ�UDOOHQWDPHQWR�R�O¶LPSRVVLELOLWj�GL�DFFHGHUH�D�GHWHUPLQDWL�VHUYL]L� 

 

7URMDQ��,�WURMDQ�VRQR�GHL�VRIWZDUH�FKH�DSSDLRQR�EHQLJQL��FRPH�JLRFKL�R�DSS�GL�XWLOLWj��PD�

LQ�UHDOWj�FRPSLRQR�D]LRQL� LQGHVLGHUDWH�D�GLVFDSLWR�GHOO¶XWHQWH�� LQ�JHQHUDOH� L� WURMDQ�VRQR�

XWLOL]]DWL�LQ�FRPELQD]LRQH�FRQ�DOWUL�3+$2��FRPH�L�FOLFN�IUDXG� 

 

606� IUDXG�� FRQVLVWRQR� LQ� DSSOLFD]LRQL� FKH� LQYLDQR� PHVVDJJL� GL� WHVWR� D� QXPHUL� D�

WDULIID]LRQH�PDJJLRUDWD�FRQWUROODWL�GDJOL�DWWDFFDQWL�LQ�PRGR�GD�UXEDUH�LO�FUHGLWR�GHOOD�OLQHD�

                                                        
2�&RQ�3+$�VL�GHILQLVFRQR�WXWWH�OH�DSSOLFD]LRQL�SRWHQ]LDOPHQWH�SHULFRORVH��3RWHQWLDOO\�+DUPIXO�$SSOLFDWLRQV� 



 ϵ 

GL�WHOHIRQLD�PRELOH� 

 

6S\ZDUH��VL�WUDWWD�GL�XQD�WLSRORJLD�GL�PDOZDUH�FKH�RWWLHQH�LOOHFLWDPHQWH�L�GDWL�SHUVRQDOL�

SUHVHQWL�QHL�GLVSRVLWLYL�GHJOL�XWHQWL��FRPH�OD�OLVWD�GHL�FRQWDWWL� LQIRUPD]LRQL�GHOOH�H�PDLO��

7DOL� GDWL� SRVVRQR� LQ� VHJXLWR� HVVHUH� PRQHWL]]DWL� GDJOL� DWWDFFDQWL� WUDPLWH� OD� YHQGLWD� R�

O¶HVWRUVLRQH� 

 

7ROO� IUDXG��PDOZDUH�FKH� LPSOHPHQWDQR�XQD� WUXIID�DQDORJD�D�TXHOOD� LPSLHJDWD� LQ�606�

IUDXG��XWLOL]]DQGR�DG�HVHPSLR�FKLDPDWH�WHOHIRQLFKH�D�VRYUDSUH]]R�R��SL��FRPXQHPHQWH��

FRQQHVVLRQL�DG�DFFHVV�SRLQW�D�SDJDPHQWR�:$3�IUDXG�� 

 

%DFNGRRU��OH�EDFNGRRU�VRQR�GHOOH�YXOQHUDELOLWj�QHO�VLVWHPD�FKH�YHQJRQR�VIUXWWDWH�GDJOL�

DWWDFFDQWL� SHU� SUHQGHUH� LO� FRQWUROOR� FRPSOHWR� R� SDU]LDOH� GHO� GLVSRVLWLYR� GL� XQ� XWHQWH�

LQFRQVDSHYROH��TXHVWH�XOWLPH�SRVVRQR�HVVHUH�SUHVHQWL�DQFKH�LQ�DSS�EHQHYROH� 

 

+RVWLOH�GRZQORDGHU�� VL� WUDWWD�GL�DSSOLFD]LRQL�FKH�GL�SHU�Vp�QRQ�VRQR�PDOHYROH�PD�FKH�

VFDULFDQR�VXO�GLVSRVLWLYR�DOWUH�DSSOLFD]LRQL�FKH� LQYHFH� OR�VRQR��1RQ�ULHQWUDQR�LQ�TXHVWD�

FDWHJRULD�L�EURZVHU�H�L�VRIWZDUH�GL�ILOH�VKDULQJ�D�FRQGL]LRQH�FKH�VFDULFKLQR�DOWUH�DSS�VROR�

VX�ULFKLHVWD�HVSOLFLWD�GHOO¶XWHQWH� 

 

3ULYLOHJH�HVFDODWLRQ��TXHVWD�FDWHJRULD�FRPSUHQGH�WXWWH�OH�DSSOLFD]LRQL�FKH�FRQVHQWRQR�GL�

RWWHQHUH� LO� OLYHOOR� PDVVLPR� GL� SHUPHVVL� �URRW�� QHL� GLVSRVLWLYL� $QGURLG�� 7DOH� SUDWLFD�

PLQDQGR�DOOD�EDVH�LO�PRGHOOR�GHOOD�VLFXUH]]D�$QGURLG�FRVWLWXLVFH�VHPSUH�XQ�SHULFROR��PD�

LQ�DOFXQL�FDVL�TXHVWR�FRPSRUWDPHQWR�q�ULFKLHVWR�FRQVDSHYROPHQWH�GDOO¶XWHQWH�FKH�GHVLGHUD�

SHUVRQDOL]]DUH�LO�VLVWHPD�ROWUH�FLz�FKH�$QGURLG�FRQVHQWH�SHU�LPSRVWD]LRQH�SUHGHILQLWD�  

 



 ϭϬ 

5RRWLQJ��&RGLFL�FKH�RWWHQJRQR�LO� OLYHOOR�PDVVLPR�GL�SULYLOHJLR�QHL�GLVSRVLWLYL��%LVRJQD�

VRWWROLQHDUH�LO�IDWWR�FKH�LO�URRWLQJ�GL�SHU�Vp�QRQ�q�PDOHYROR��PD�O¶XWLOL]]R�GL�TXHVWL�FRGLFL�

GD�SDUWH�GL�DSSOLFD]LRQL�PDOHYROH�q�FRPXQH� 

 

2WKHU��LQ�TXHVWD�FDWHJRULD�ULHQWUDQR�WXWWL�L�PDOZDUH�FKH�QRQ�IDQQR�SDUWH�GL�QHVVXQD�GHOOH�

FDWHJRULH�HOHQFDWH�SUHFHGHQWHPHQWH� 

 

4XHVWL�PDOZDUH�VRQR�GLIIXVL�VLD�WUDPLWH�L�FDQDOL�XIILFLDOL��DG�HVHPSLR�*RRJOH�3OD\�6WRUH�

HG�$PD]RQ�$SS�6WRUH��PD�VRSUDWWXWWR�DWWUDYHUVR�FDQDOL�DOWHUQDWLYL�FRPH�L�PDUNHWSODFH�GL�

WHU]H�SDUWL��DG�HVHPSLR�$SWRLGH�H�8SWRGRZQ�� 

 

ͳǤͳ �������������������� 

 

/¶HODERUDWR�GL�WHVL�q�VWUXWWXUDWR�FRPH�VHJXH��QHO�FDSLWROR���YL�q�XQD�EUHYH�GHVFUL]LRQH�GHOOH�

WLSRORJLH�GL�DQDOLVL�GHL�PDOZDUH��PRVWUDQGR�OH�YDULH�GLIIHUHQ]H�FKH�OH�FDUDWWHUL]]DQR��QHO�

FDSLWROR� �� YHQJRQR� PRVWUDWH� H� GHVFULWWH� OH� WHFQLFKH� GL� DSSUHQGLPHQWR� DXWRPDWLFR�

XWLOL]]DWH� SHU� OD� IDVH� GL� FODVVLILFD]LRQH�� QHO� FDSLWROR� �� YHQJRQR� LOOXVWUDWH� OH� VFHOWH�

SURJHWWXDOL� D� OLYHOOR� GL� DUFKLWHWWXUD� H� FRQILJXUD]LRQH�� QHO� FDSLWROR� �� YLHQH� PRVWUDWR�

O¶DPELHQWH�GL�VYLOXSSR��LOOXVWUDQGR�OH�YDULH�FRPSRQHQWL�XWLOL]]DWH�QHO�VLVWHPD�GLQDPLFR��

QHO�FDSLWROR���YHQJRQR�PRVWUDWL� L�ULVXOWDWL�VSHULPHQWDOL�RWWHQXWL�H�� LQILQH��QHO�FDSLWROR���

VRQR�SUHVHQWL�DOFXQH�FRQFOXVLRQL�VXO�ODYRUR�VYROWR� 

 

 

 

 

 



 ϴϯ 

%,%/,2*5$),$ 

��+H�� '�� 	�� �������� 0RELOH� DSSOLFDWLRQ� VHFXULW\�� 0DOZDUH� WKUHDWV� DQG� GHIHQVHV�� :LUHOHVV�
&RPPXQLFDWLRQV��,(((� 
��.DWDULD��7��$QMDOL�DQG�5��9HQNDW���4XDQWLI\LQJ�VPDUWSKRQH�YXOQHUDELOLWLHV��������,QWHUQDWLRQDO�
&RQIHUHQFH� RQ� 6LJQDO� 3URFHVVLQJ� DQG� ,QWHJUDWHG� 1HWZRUNV� �63,1��� ������ SS�� ��������� GRL��
��������63,1�������������� 
��,�� 0RKDPHG� DQG� '�� 3DWHO�� �$QGURLG� YV� L26� 6HFXULW\�� $� &RPSDUDWLYH� 6WXG\��� ����� ��WK�
,QWHUQDWLRQDO�&RQIHUHQFH�RQ�,QIRUPDWLRQ�7HFKQRORJ\���1HZ�*HQHUDWLRQV��������SS�����������GRL��
��������,71*���������� 
��.KDULVPD��$ZDO��³:KDW�,V�$QGURLG"´�KWWS���GHYHORSHU��DQGURLG��FRP�JXLGH�«���������Q��SDJ��
3ULQW� 
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